Motivation — Exploring Attacker’s FPGA Manipulation Capabilities

This project explores new techniques to protect FPGA designs from reverse engineering
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Problem #1: A static attacker might obtain

a third-party netlist even if bitstream
encryption used

®* FPGA design can become available from

Problem #2: Soft processor instructions
can be reverse engineered

* FPGA-based processors increasingly
used

bitstream * Observation can reveal execution
® Manipulation possible in real-world algorithm even if encryption used
applications

N

Building a diverse execution environment for
soft processors

» Scramble the instruction format per
implementation

* |solate external I1/O access
» Code flattening

/ Approaches
Overcoming bitstream manipulation

» Learn techniques used to find crypto
cores (e.g. AES)

 Crypto cores in bitstream can be
iIncomplete — Initialize after bitstream
loaded

\- Implemented with low overhead
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More difficult to differentiate code with
(a) OS+OP. (b) OS+OP+IS. (c) OS+OP+CF+IS. (d) OS+OP+CF+IS+BBN.
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