
The 3rd NSF Secure and Trustworthy Cyberspace Principal Investigator Meeting
January 9-11, 2017
Arlington, Virginia

Interested in meeting the PIs? Attach post-it note below! 

New Directions in FPGA Security 

Motivation – Exploring Attacker’s FPGA Manipulation Capabilities

PIs: Russell Tessier and Christof Paar, University of Massachusetts, Amherst 

 
 



Approaches 
Overcoming bitstream manipulation 
•  Learn techniques used to find crypto 
cores (e.g. AES) 
•  Crypto cores in bitstream can be 
incomplete – Initialize after bitstream 
loaded 

•  Implemented with low overhead 

Building a diverse execution environment for 
soft processors 
•  Scramble the instruction format per 
implementation 
•  Isolate external I/O access 
•  Code flattening 

Problem #1: A static attacker might obtain  
a third-party netlist even if bitstream 
encryption used 
•  FPGA design can become available from 
bitstream 
•  Manipulation possible in real-world 
applications 

    

This project explores new techniques to protect FPGA designs from reverse engineering 

AES detection results 

Problem #2: Soft processor instructions 
can be reverse engineered 
•  FPGA-based processors increasingly 
used 
•  Observation can reveal execution 
algorithm even if encryption used 

    

OS = operand substitution 
OP = opcode permutation 
CF = code flattening 
BBN = basic block normalization 

More difficult to differentiate code with 
more obfuscation techniques 
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Self-modifying AES core 


