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Scien9fic	Impact:		
•  Efficient	protec,on	of	

FPGA	crypto	func,ons	
•  Quan,fiable	so:	

processor	security	
•  Be<er	protec,on	

against	FPGA	reverse	
engineering	

Solu9on:		
•  Configure	crypto	cores	

a:er	FPGA	bitstream	load	
•  Use	diversifica,on	to	

obscure	so:	processor	
instruc,ons	

Challenge:		
•  SRAM	FPGAs	are	vulnerable	

due	to	bitstream	
configura,on	

•  So:	microprocessors	and	
crypto	func,ons	
implemented	in	FPGAs	

•  Growing	use	of	FPGAs	in	
embedded	systems	

Broader	Impact:		
•  FPGA	designs	are	more	

secure	
•  FPGAs	can	be	used	for	

secure	embedded	
systems	

•  Students	are	trained	to	
understand	system	
security	
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TWC:	Small:	New	Direc,ons	in		
Field	Programmable	Gate	Array	(FPGA)		Security	

Protec,on	mechanisms	for		
security	primi,ves	and	

so:ware	

SRAM-based	FPGAs	


