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Scien9fic	Impact:		
•  Bridge	the	gap	between	the	

computer	security	and	
journalism	communi7es,	to	
ground	the	designs	of	future	
secure	communica7on	tools	
for	journalists	and	similar	
user	groups.		

•  Explore	a	new	point	in	the	
design	space	for	usable	
encrypted	email,	leveraging	
Keybase	(h@ps://keybase.io)	
for	key	distribu7on.	

Solu9on:		
Two	phases:	
•  Inves7gate	the	computer	

security	needs,	concerns,	
mo7va7ons,	use	cases,	mental	
models,	and	piGalls	of	
journalists	through	in-depth	
interviews.	

•  Design	and	implementa7on	of	
a	more	usable	encrypted	
email	tool,	Confidante.	

Challenge:		
•  Security	weaknesses	in	digital	

communica7ons	
technologies	have	put	
journalists	and	their	sources	
increasingly	at	risk.	

•  Though	the	computer	
security	community	oMen	
thinks	of	journalists	as	
poten7al	beneficiaries	of	our	
technologies,	we	lack	a	deep	
understanding	of	their	needs	
and	threat	models.	

Broader	Impact:		
•  Improved	security	for	

journalists	and	their	sources	
will	help	protect	freedoms	
of	speech	and	of	the	press.	

•  Our	lessons	apply	beyond	
journalists	to	other	groups	
conduc7ng	sensi7ve	
communica7ons,	e.g.,	
lawyers.	

•  Planned	public	release	of	
Confidante,	more	usable	
encrypted	email	tool.	

•  Research	experiences	for	
graduate	and	
undergraduate	students.	
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Confidante,	an	encrypted	email	client	built	on	
Keybase,	evaluated	with	journalists	and	lawyers.	


