Online Social Network (OSN) participants face various forms of fraud and attacks.
This research will:

embrace a systematic, comprehensive study of OSN fraud and attacks

model, analyze, and characterize OSN fraud and attacks

design, develop, and evaluate a new approach to detecting OSN collusive fraud and
attacks in the graph spectral space

enhance this approach to handle dynamic attacks with multiple phases

OSN threat modeling & attack analysis (C1)

Static graph-spectral-space-based
OSN fraud & attack detection (C2)

Dynamic time-dimension-based
OSN fraud & attack detection (C3)

Evaluation via simulation framework, prototype, red team (C4)

/ Approach \

*Characterize attacks in graph space *Develop a spectral-analysis-based dynamic
Evaluate state-of-the-art fraud analysis attack detection approach using network
and defense approaches dynamics and vector autoregressive models
*Develop a spectral-analysis-based staticeDevelop interactive approaches to detecting
attack detection approach in complex dynamic attacks

networks *Build a simulation framework and employ a

\ red team for evaluation /
/Illustrative example of spectral projection\ \

Spectral perturbation
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/Evaluation on Web spam challenge data \ \

Table 2: Evaluation results on Web Spam data set, 8 RLA at-
tacking groups, 650 total attackers, and 56144 total victims.
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Interested 1n meeting the PIs? Attach post-1t note below!
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