
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Research	components	and	rela9onships		

Scien9fic	Impact:		
•  Advance	theore-cal	and	

fundamental	understanding	of	
OSN	fraud	and	a8acks	both	in	
abstract,	spectral	space	and	in	
concrete,	visual	forms	

•  Advance	the	design,	
implementa-on,	and	evalua-on	
of	prac-cal	fraud	and	a8ack	
detec-on	techniques	in	
complex	networks	

Solu9on:		
•  Spectral-analysis-based	

detec-on	framework	using	
matrix	perturba-on		

•  Vector	autoregressive	
models	for	dynamic	a8ack	
detec-on	in	both	spectral	
space	and	visual	forms	

•  Red	team	evalua-on	with	
internal	OSN		

Challenge:		
•  How	to	detect	various	

complex	OSN	a8acks,	
including		collusive	a8acks	
and	dynamic	a8acks?	

•  How	to	simulate	a8acks	
and	evaluate	them?		

Broader	Impact:		
•  Help	build	trustworthy	and	

secure	OSNs	
•  Increase	security	awareness	of	

general	OSN	users	by	offering	
public	events	and	tutorials	on	
OSN	fraud	and	a8acks,	and	
their	defense	

•  Empower	students	to	cul-vate	
hands-on	skills	and	research	
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