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Scien9fic	Impact:		
•  Understand	behaviors	and	

situa0ons	contribu0ng	to	
mobile	device	crime	

•  Baseline	psycho-social	
smartphone	security	
threats	

•  New	method	for	large-
scale,	observa0on	of	
smartphone	ac0vi0es	

Solu9on:		
•  Examine	through	the	

lens	of	exis0ng	
psychological	and	
criminological	theories	

•  Conduct	remote	
ethnography	of	160	
par0cipants	via	Android	
app	and	big	data	analysis	
web	applica0on	

Challenge:		
How	do	we	prevent	
smartphone-enabled	
cybercrime	in	the	real	
world?	

Broader	Impact:		
•  New	psycho-social	

smartphone	defense	
technologies	and	
training	

•  Open	sourced	data	set	
and	analysis	tools	

•  Undergraduate	
researchers	
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