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Approach To study the use of new families of 
isogeneis in designing and implementing 
quantum-resistant cryptosystems.  
• Analyze the security of isogeney-based 
cryptosystems from the computational 
standpoint.  
• Improve the performance isogeny 
algorithms for quantum setting 

•  Extreme need for high-speed 
computations of post-quantum crypto.  

 
•  Explore lower-level and finite field 

arithmetic computations  
•  Investigate time efficiency of 

implemntations.  
 
 •  Fastest implementations of SIDH on ARM 

processors.  
•  Key compression cut the key size by half 

Authenticated Key-exchange based on Isogenies 
on elliptic curves  
Digital Signature based on isogenies on elliptic 
curves  

 
 

 
 

• The goal of this project is to assess feasibility of 
designing and implementing isogeny-based 
cryptography on emerging embedded systems.  
 
• Outcomes from this research will enable design of 
quantum-resistant security protocols and identify 
their security and performance on smart handheld 
devices using ARM-powered processors.  
 


