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Security	  Verifica9on	  of	  hardware	  architectures	  
Ø Develop	  methodology	  to	  check	  the	  security	  
proper4es	  of	  hardware-‐so9ware	  security	  
architectures	  at	  design	  4me.	  
Ø Reduce	  the	  	  a=ack	  surface	  in	  cloud	  compu4ng.	  
Ø Verify	  a	  secure	  cache’s	  resilience	  to	  side-‐channel	  
a=acks	  on	  caches.	  

Scien9fic	  Impact:	  	  
•  Iden4fy	  the	  necessary	  and	  

sufficient	  condi4ons	  that	  the	  
cloud	  provider	  should	  adopt	  
to	  protect	  virtual	  machines	  
running	  in	  clouds.	  

•  Propose	  methodologies	  for	  
security	  verifica4on	  of	  a	  
cache’s	  resilience	  to	  cache	  
side-‐channel	  a=acks.	  

Solu9on:	  	  
•  For	  distributed	  cloud	  

system,	  propose	  new	  
security	  invariants,	  model	  
and	  verify	  the	  system,	  and	  
iden4fy	  the	  necessary	  and	  
sufficient	  condi4ons.	  

•  For	  cache	  architecture,	  
specify	  fundamental	  
proper4es	  to	  eliminate	  
side-‐channel	  informa4on	  
leakage	  and	  verify	  if	  these	  
proper4es	  can	  be	  sa4sfied.	  

Challenge:	  	  
•  How	  to	  systema4cally	  check	  

new	  security	  architectures	  
and	  iden4fy	  the	  condi4ons	  
under	  which	  they	  work.	  

•  How	  to	  develop	  security	  
invariants	  and	  model	  
complex	  	  hardware-‐
so9ware	  architectures,	  and	  
a=ackers,	  to	  conduct	  
security	  verifica4on.	  

Broader	  Impact:	  	  
•  Design	  a	  general	  

methodology	  for	  verifying	  
different	  hardware-‐
so9ware	  security-‐aware	  
architectures.	  

•  Researchers	  and	  computer	  
architects	  can	  use	  this	  
method	  to	  check	  their	  
designs	  before	  costly	  
implementa4ons.	  

•  Customers	  will	  gain	  
assurance	  about	  their	  
computa4ons	  running	  on	  
these	  security-‐verified	  
architectures.	  
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