Objectives

The research aims to bridge the gap between privacy policy makers and software
professionals by building significantly upon an early exploratory study that examined the

use of "privacy ideation cards" to make data protection provisions understandable and

actionable by software professionals.

me research is designing and developing a
deck of privacy ideation cards for US privac
laws and regulations. The cards promote an
understanding of privacy laws and
regulations by software professionals as we
as students. We are applying the cards In
the design of real-world software solutions,
thus promoting and extending the Privacy b

esign approach.

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Accountability.

A data controller should be
accountable for complying with the
measures you have in place for
protecting users’ personal data. How
will your system support
accountability?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Data Quality.

Personal data should be relevant to the
purposes for which it is to be used,
accurate, complete and up to date.
How does your system ensure that
data quality is maintained?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Purpose Specification.

The purposes for which personal data
are collected should be specified at the
time of data collection, and you should
only use the data collected for the
purposes specified. How does this
impact your system?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Breach Notification.

You are required to inform users of
data breaches (loss, damage, or illicit
access) without undue delay. What
measures do you have in place for such
a scenario?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Explicit Consent.

You should only collect personal data
after the user has given explicit and
informed consent to data collection for
a specific purpose. How does your
system go about obtaining users’
explicit consent?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Security.

Personal data should be protected by
reasonable security safeguards against
such risks as loss, unauthorized access,
destruction, use, modification, or
disclosure. What security issues might
affect your systemn, and how does your
system address those issues?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Data Minimization.

You should only collect personal data
that is directly relevant and necessary
to accomplish the purposes specified
at the time of collection. How does
your system ensure this is so?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Notice.

You should provide notice to users
about what data is to be collected, how
it will be used and disseminated, and
how it will be maintained. How will

your system do that?

REGULATIONS

LEGAL REQUIREMENTS FOR YOUR SYSTEM

Subject Access.

Systems should provide means for
establishing the existence and nature
of any personal data held about a data
subject, the purpose of its use and the
identity of the data controller How
does your system make this possible?

Approach

|deation Cards Project Activities

* We are using a deck of “ideation cards” *Survey of US privacy law professionals.
which includes a suit related to privacy <Workshops with industry professionals.
laws and regulations. *Pedagogical activity for student projects.

/Upcoming- .-

New US-specific privacy ideation cards.

/Progress so far:
Survey of US privacy law professionals.
Workshop paper at CHI 2016

Used cards 1n 17 software Capstone projects at UCI.
Paper submitted to ICSE 2017

Workshops with industry professionals at Cisco and
Microsoft.

Web site for information and distribution of cards.
Post-workshop 1nterviews of industry professionals.

Reporting results of industry workshops.

Curriculum design for privacy compliance training.
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Using Ideation Cards to Explore Privacy
Compliance in Software Engineering Projects
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deploy these systems. Privacy ideation cards have been
proposed as a technique that could make privacy laws and
regulations understandable and actionable for system de-
signers and software developers. Cur research aims at
extending this approach, originally developed for the Eu-
ropean Union (EUJ, 1o the regulatory context of the US, We
describe the challenges involved in such an extension along
with an outline of our plans for tackling them.
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Introduction

Qver recent years, there has been an exponential growth
in the levels of personal data that are generated, collected,
stored, and analyzed as a result of users’ everyday inter-

Workshop on Bridging the Gap
between Privacy by Design and
Privacy in Practice.

minimized, with privacy advor
dent Todies publi

thal deal with personal dda can betler profect their
users. Privacy and data protection is increasingly becoming
a legal requirement, with the Turopean Unior recently
sefting a precedent for other jurisdictions with its General
Date Protection Directive (GDPR). T is ¢
the companies that develop personal data-
however, to determine how their systems
regulations and recommendations, and compliance. often re-
quires a fondamental rethink of how software is designed,
Accordingly, there have been increasing calls for privacy by

lecting software.
mply with these

bility of  quately

11 Ba IND AND RELATED WORK
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The recent explosion in the amounts of personal data
collected and processed by modern technology systems has

for’s practices around privacy
ne that is beginning to evolve

that guides the technolog
and dataprotection, and
in response to the changing technological landscape. The
EU's GDPR, which will come into law in 2018, aims to
provide a unified set of data protection guidelines that apply
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