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Scien9fic	Impact:		
•  Develops	a	suite	of	

requirement	analysis	
specifica5on	to	translate	users’	
informal	privacy	intents	into	
ac5onable,	verifiable	privacy.	

•  Develops	computa5onal	tools	
and	algorithms	to	iden5fy	
shi=s	in	users’	disclosure	
behavior.	

Solu9on:		
•  Automa5cally	generate	privacy	

rules	from	high-level	intents	via	
natural	language	and	ac5ons.	

•  Model-checking	technique	is	used	
to	ensure	that	rules	correctly	
enforce	users	privacy	intents.	

•  Automa5cally	translates	control	
policies	to	privacy	preserving	
protocol	execu5ons	via	protocol	
compiler	and	protocol	
nego5a5on.	

Challenge:		
•  Interpre5ng	users	privacy	intents	

and	transla5ng	them	into	
ac5onable	rules.	

•  Checking	the	consistency	of	rules.	
•  Invoking	appropriate	privacy-

preserving	protocols	to	comply	
with	users	intents.	

Broader	Impact:		
•  The	proposed	approach	is	

applicable	to	a	large	spectrum	of	
applica5ons	(e.g.,	health-care,	
connected	automo5ve	systems,	
and	smart	ci5es).	

•  Due	to	the	mul5disciplinary	
nature,	this	work	will	present	an	
ideal	avenue	for	training	both	
undergraduate	and	graduate	
students	
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