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Approach 

q Develop understanding of underlying physical effects that lead to side-channel 
emanations 

q Develop understanding of relationship between software and hardware activities 
that lead to side-channel emanations 

q Use it to create a quantitative reporting framework. 

SAVAT: A Practical Methodology for Measuring the Side-Channel 
Signal Available to the Attacker for Instruction-Level Events 

 
 

De-Fame: A Method for Finding Frequency-modulated and Amplitude-
modulated Electromagnetic Emanations in Computer Systems 

Spectral Profiling: Observer-Effect-Free Profiling by Monitoring 
EM Emanations SAFEM: Spectral Analysis for Finding Execution of Malware 

1) perform a systematic investigation of the 
relationship between software activity and 
the resulting EM emanations, 

2) create software analyses that will identify 
activity that may result in information-
carrying EM emanations, and 

3) create a quantitative reporting framework 
that programmers can use to refactor their 
code in ways that alleviate or eliminate 
leakage of specific information

The major goals of the project are: 

Wirelessly Monitor 
Emanations from Computers  

SAVAT values (in zJ) for the Core 2 
Duo laptop at the 10 cm distance 
and at the 80 kHz alternation 
frequency 
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Spectrum of an AM modulated 
loop activity in a program. 

Spectrum of an AM modulated loop activity.   
The carrier (clock) signal and the side bands  
(loop activity)  can be seen in this figure. 
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Overview of SFEEM 

Spectrum Profiling is tested on a real system and a 
simulator. We used “MiBENCH” suite. 93 % Accuracy 
 

Accuracy and latency of SAFEEM 
for different types of attacks 


