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Scien9fic	Impact:		
This	 research	 is	 the	 first	
quan/ta/ve	 and	 systema/c	
so5ware	 analysis	 of	 EM	
covert	 and	 side	 channel	
vulnerabili/es.	 This	 work	 will	
lead	to	lower	risk	from	future	
covert-	 and	 side-channel	
a?acks,	 enable	 management	
of	this	risk,	and	enable	future	
innova/on	at	the	intersec/on	
of	 program	 analysis	 and	
design,	 so5ware/hardware	
interac/on,	 and	 computer	
security.	 We	 have	 already	
demonstrated	 some	 of	 the	
benefits	of	the	technology.		

Solu9on:		
Find	 rela/onship	 between	 so5ware	
and	emana/ons	
-  Method	 f o r	 c ompa r i n g	

emana/ons	 from	 individual	
instruc/ons	

-  Method	 for	 finding	where	 in	 a	
spectrum	 useful	 signal	 will	
appear	

-  Method	 for	 profiling	 code	 to	
verify	its	execu/on	

-  Method	 for	detec/ng	malware	
in	 less	 then	 	 40	 ms	 with	
accuracy	above	90%	

Challenge:		
Most	 approaches	 to	 computer	 system	
security	 rely	 on	 the	 assump/on	 that	
interac/on	with	the	system	will	occur	only	
through	one	of	 its	 explicit	 I/O	 interfaces.	
Covert	and	side-channel	a?acks	break	this	
assump/on,	 thus	 circumven/ng	 most	
tradi/onal	 protec/on	measures.	 There	 is	
not	 enough	 knowledge	 in	 the	 open	
literature	 on	 how	 side-channel	 signals		
interact	with	so5ware.		

Broader	Impact:		
This	 research	 helps	 increase	
na/onal	 security	 by	 be?er	
understanding	 covert-	 and	
side-channel	 mechanism	 of	
genera/on	 and	 propaga/on.	
This	understanding	as	led	us	to	
use	 side-channels	 to	 detect	
malware	in	IoT	devices.	
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