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Interested in meeting the PIs? Attach post-it note below! 

Reconstructing and investigating in-the-
wild web-based malware downloads 

PI: Roberto Perdisci (perdisci@cs.uga.edu) 



•  Automatically reconstruct sequence of 
steps (e.g., visited pages and user 
actions) that bring users to malicious 
software downloads 
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Download	

[1] “ClickMiner: Towards Forensic Reconstruction of User-Browser Interactions from Network Traces” ACM CCS 2014 
[2] “WebCapsule: Towards a Lightweight Forensic Engine for Web Browsers” ACM CCS 2015 
[3] “WebWitness: Investigating, Categorizing, and Mitigating Malware Download Paths” USENIX Security 2015 
[4] “Towards Measuring and Mitigating Social Engineering Software Download Attacks” USENIX Sec. 2016 
[5] “Enabling Reconstruction of Attacks on Users via Efficient Browsing Snapshots” NDSS 2017 

•  While technologies for malware detection 
exist, it is often very difficult to reconstruct 
the root cause of a malware downloads 

1.  Efficient collection and automatic 
investigation of network traces related to 
malware downloads 

2.  Browser instrumentation to enable 
enhanced logging and automatic forensics 
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In-The-Wild	Malware	Downloads	

•  Measurements	
–  store	traffic	observed	before	a	client	downloads	EXE	file		
–  study	proper6es	of	malware	download	paths	
–  differences	between	drive-by	and	social	eng.	paths	
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Phani Vadrevu (UGA), Bo Li (UGA), Jienan Liu (UGA), Chris 
Neasbitt (UGA), Babak Rahbarinia (AUM), Kang Li (UGA), Kyu 
Hyung Lee (UGA), Terry Nelms (GaTech), Manos Antonakakis 
(GaTech), Mustaque Ahamad (GaTech) 
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Automa6ng	Path	Traceback	

21	

Malware		
Download	

N

I

S
etwork

ntelligence

ecurity

University of Georgia
Dept. of Computer Science

WebWitness	System	Overview	
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6 times  
fewer victims 

- Number of hosts that 
query injection, exploit and 
download domains 
- Measured on DNS traffic 
from a large ISP 
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Categorization of Social Engineering 
Malware Download Triggers 


