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Scien9fic	Impact:		
•  Focus	on	underexplored	

threat	model:	cloud	as	
trusted	partner	

•  New	tech	to	support	
tenant	security,	ranging	
across	creden9al	
management,	exploit	
detec9on,	DoS	defense,	
isola9on,	trust	mgmt,	…	

Solu9on:		
Research	toward	leveraging	
clouds	as	trusted	partners	
to	improve	security	for	
•  Clients	of	tenant	

servers	
•  Infrastructure	services	

outsourced	by	tenants	
•  The	cloud	ecosystem	

Challenge:		
Cloud	compu9ng	is	a	
disrup9ve	trend	that	offers	
a	rare	opportunity	to	
deploy	new	approaches	to	
computer	security.	
	

Our	challenge	is	to	realize	
this	opportunity,	leveraging	
trust	in	cloud	operators.	

Broader	Impact:		
Char9ng	a	course	for	beHer	tenant	
security	that	is	aligned	with	cloud	
operator	incen9ves.		
Outreach	via	two	events:	
•  biennial	Cloud	Security	Horizons	

Summits	w/	cloud	technologists	
•  annual	Cloud	Security	Curriculum	

Development	Workshops	to	help	
college	instructors	integrate	cloud	
security	into	classes	PIs:	J.	Aikat	(UNC-CH);	A.	Akella	(UW	Madison);	J.	Chase	(Duke);	W.	Enck	(NC	

State);	A.	Juels	(Cornell	Tech);	M.	Reiter	(UNC-CH);	T.	Ristenpart	(Cornell	Tech);	
V.	Sekar	(CMU);	M.	SwiX	(UW	Madison)		
Contact:	Mike	Reiter	<reiter@cs.unc.edu>	

Rethinking	Security	in	the	Era	of	Cloud	Compu9ng	
hHp://silver.web.unc.edu/	

Most	research	today:	Threats	to	
tenants	from	untrusted	clouds,	

and	how	tenants	can	compensate		

Our	focus:	Improving	tenant	
security	by	leveraging	clouds	as	

trusted	partners	


