Risk detection in OSS teams
with NLP

Challenge:

* Identify developers
likely to commit files
with vulnerable code
by their linguistic
profile

*  Process mixed
(code/English)
messages

Scientific Impact:

* “High risk” developers'
files can be given priority
by security experts
checking the program

* Understand social dynamic
factors that contribute to
development of unsafe
code.

[SPARK-18836] [CORE] Serialize one copy of task metrics in
DAGScheduler

Solution:

* NLP analysis of
developers' messages
plotted onto social
network.

* Specialized parser
capable of processing
code “snippets”

Broader Impact:

« Making OSS more
trustworthy

« Building infrastructure
for interdisciplinary
research in
cybersecurity

« Training next

oo N

Soc. Net

Q NLP
to

Soc. Net

EAGER #1445079 - R. Aranovich, PT.
Devanbu, V. Filkov. Univ. of CA Davis

raranovich@ucdavis.edu

generation of
researchers




	Slide 1

