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Solution:

I El Interface Description Language

* Language for self-descriptive device
capabilities and requirements

* Security as native language features
e Security modules are auto-inserted

by developer tools
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* Authentication and
authorization as part of the
device description language

Type-checking of security
properties at development
time and run time

* Explicitly define how safety
depends on security

 Co-design of secure and
high-assurance systems

Broader Impact:
* Better software security

 Lessreliance on
developer security
expertise

e Safer and more powerful
medical systems through
coordination



