How can we conduct effective security analysis on cyber physical systems?

Objective: Develop techniques and solutions for practical formal analysis of security
properties in cyber physical systems (CPSs)

Challenges: CPSs are hybrid systems that
exhibit behavior in the discrete and
continuous domains, confounding
conventional computational approaches to
modeling and analysis

- Modeling: Acquisition and representation
can be costly, iIncomplete, and ad hoc

- Analysis: Generation and processing are
compute intensive

/WANTED: A CPS Security Test Bed

- Match theory with simulation with
experimentation

- Train students on CPS security issues and
techniques

IN DEVELOPMENT: Competitive learning
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\\and experimentation arena for CPS security /

Hybrid Attack Graphs (HAGS)

CPS - Industrial Control System (ICS) for

Nuclear Research Reactor (NRR)
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Hybrid Attack Graphs

Extend conventional attack graphs to
iInclude continuous domain behaviors
*HAG Generation and analysis —
intelligent heuristics and exploit inherent

\parallelism
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Key Enablers

* High performance computing for HAG
generation and analysis

*L_ow cost point of presence network
scanning platforms for distributed CPS
model acquisition

/N etwork Modeling with PINDAQ

Practical Information Network Data Acquisition
- Distributed model acquisition solution
- Low cost Beaglebone platform

- Active network mapping (Nmap)

- Translation to HAG modeling substrate
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/Hybrid Attack Graph Analysis

ariable Declar:
and Initialization

Ope: lization

Markov Decision Processes
- Convert HAGs into MDPs o R

- Reward analysis

-Policy/value iteration

-FPGA 1mplementation
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/Hybrid Attack Graph Generation

Serial / parallel generation algorithms

Parallel implementation in OpenMPI

Reference model — ICS for Nuclear research §
reactor control '

Deployed on heterogeneous compute node
cluster (performance testing underway)
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/CPS Security Test Bed

Networked robotic vehicles play
capture the flag

Hackable tech — CAN, Bluetooth, Wifi,

NFC, Linux, Windows

Blended attacks— combine exposures
in discrete and continuous domains
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Interested 1n meeting the PIs? Attach post-1t note below!
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