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Scien9fic	Impact:		
•  HAGs	offer	the	poten.al	to	

provide	a	full	a6ack	surface	
characteriza.on	of	CPSs	

•  New	analy.cal	techniques	can	
offer	new	insights	on	the	effect	of	
counter	measures	

•  Applica.on	of	HPC	to	security	
analy.cs	may	inspire	new	lines	of	
inquiry	previously	thought	
imprac.cal	

Solu9on:		
•  Build	prac.cal	tools	for	distributed	

model	acquisi.on	and	integra.on	
•  Develop	scalable	techniques	for	

hybrid	a6ack	graph	analysis,	
exploi.ng	parallelism	and	high	
performance	compu.ng	(HPC)	
–  Intelligent	heuris.cs	
–  Markov	decision	process	

analysis	
•  Construct	a	CPS	test	bed	based	on	

compe..ve	learning	for	
researchers	and	students	

Challenge:			
How	can	we	conduct	effec.ve	
security	analysis	for	large	cyber	
physical	systems	(CPSs)?	
•  Modeling	–	Acquisi.on	&	

representa.on	
•  Analysis	–	computa.onally	intensive	
•  Research	and	Educa.on	–	access	to	

environments	for	CPS	security	
experimenta.on	and	learning	

Broader	Impact:		
•  CPSs	underpin	society’s	cri.cal	

infrastructures	–	their	security	is	
of	paramount	importance	

•  Prac.cal	solu.ons	coping	with	
challenges	in	CPS	security	
analysis	will	encourage	adop.on	
of	HAGs	and	other	analy.cal	
techniques			

•  A	CPS	security	test	bed	for	
researchers	and	students	will	
advance	the	state	of	the	art,	
create	new	training	
opportuni.es,	and	inspire	new	
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