Invariants for Cross-Domain and Distributed Correctness

The objective of this project is to formulate and validate a methodology for creating
secure algorithms in cyber-physical systems. The algorithms must be secure even
when the devices do not trust each other.

A typical CPS is composed of many devices, / W ork \

each with both a cyber component and a
physical component, interacting in a common
physical system and communicating with their i i
neighbors. The devices may be malicious and ohysical [ erysica
provide false information or fail to take actions Sevice Sevice
as claimed, or the communication channel may
be compromised.

Cyber

Physical
Device

N e S

T

Shared Physical Resource

Information flows between devices through
both the network and the shared physical | |
resource. Basic CPS Architecture

K Approach \

- Extend the Cyber World of logical Multiple Security Domains

. . * Use multiple domain
Predlc_ates to the Physical World nondeducibility (MSDND)
 Domain Experts Represent

. . . * Locate vulnerabilities
Physical Attributes (Chemistry, . Valuation functions Vi (w)
Physics) ‘ z

* Distributed Run-Time Monitoring ‘. return the value of the

- Correctness in the presence of corresponding state variable
threats and failures as seen by an entity in

domain 1.
« MSDND secure allows an

attacker to go undetected.
\ MSDND=Vw eW : w I [Sx Xor Sy] A w E (ﬂin(W) A EI/),"(W)M

/Invarlants for Chemical Plants \ Cooperative Distributed Energy Scheduling
Reactor(R-101) and Phase ;‘:‘;‘;ﬂ:‘é ﬁ“;(’:‘rf:;flg;
5 R "—  Invariant provides (CoDES)
%ﬁ@‘ e "6t o e additional paths to Data integrity
8]0 | % = jﬁ D -~ break MSDND attack can increase g
TE 1T TRC PLC TCV One nOde S prOﬁtS ———

Tr101  Temperature of the Reactor

T Temperature reduction due to
pumping of H, (Stream 6)

Teacion RIS€ in temperature due to reaction
\Tw Temperature of the inputs (Stream 7)
/ : - " |

Invariants for Air Traffic 2" | | X

Add reputation S
function to defend

Grid DESD1 (Malicious)

AN

Pilot 1 and Pilot 2 are Total Bill  187.02 20855 2153 1t

Time Steps

&
Moo N A &
= o
o 3
m @
»w o w
9 T
w5
(72 N
(&2

confused 1f no valuation DESD1 2608  34.06 708 . o
exists over the 6 DESD2 3856  35.98 -2.58
security domains DESD3 2235  17.03 532 * :

MW ArTCC ) Termina Ao
SDN S)=3w Time Steps Time Steps
‘\[SDA\[f(f(;)‘ -11'13( )HE‘[ ( j/(ﬁ‘ ( ) Break MSDND _) Add |:|IF\)lormaI Condition -UnderAttackp
\ AR Ee Inertial Navigation

Interested 1n meeting the PIs? Attach post-1t note below!

Awards 1505610 and 1505633 MISSOURI

National Science Foundation Sél'

WHERE DISCOVERIES BEGIN NCSTATE




