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Intel Software Guard Extension (SGX) is a 

hardware-based Trusted Execution 

Environment (TEE) that enables secure 

execution of an application in an isolated 

environment, called an enclave. The 

confidentiality and integrity of an enclave are 

guaranteed, even if its underlying components 

are compromised.

Approach

T-SGX

• Protect an enclave against controlled-

channel attack

• Utilize Intel Transactional 

Synchronization Extensions (TSX)

• Detect a page fault in user space

SGX-Shield

• Enable fine-grained ASLR for enclaves

• Implement a secure in-enclave loader that 

bootstraps a target program

• Incorporate with software DEP and 

software fault isolation (SFI) 

Current design of SGX enclaves is 
insufficient to meet the security guarantee 
provided by the SGX hardware. Recent 
studies have shown SGX enclaves are 
vulnerable to an accurate side-channel 
attack. Moreover, lacking support of Address 
Space Layout Randomization (ASLR) 
makes SGX enclaves easily vulnerable to 
traditional software attacks. 

We proposed two practical design of SGX enclaves against known side-channel attack as 
well as traditional software attacks.
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