Broader Research Goals
 How do we protect our design from an untrusted foundries against piracy attacks?
 How can we incorporate security features into IC design tools in a low-cost fashion?
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« Attacker can generate gate-level netlist from GDSI| _ manufacturing FEOL and
* Resulting netlist contains gates and unknown input- TE W b BEOL
output (IO) connections o V| l'
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/ Approach: Exploit heuristics of physical-design tools to attack \

Hints for an attacker Problem formulation: Min-cost n/w flow
Source Output pin  Input pin Target
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« Load capacitance constraint
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 Directionality of dangling wires
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