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Scien9fic	Impact:		
•  Secure	and	resilient	control	
•  VANET	security	
•  Trust	establishment	and	

management	
•  Physical-layer	security	
•  Decision	theory	
•  Secure	protocol	design	

Solu9on:		
•  Secure	and	resilient	control	and	

sensing	regimes	for	automated	
vehicles	

•  A	framework	to	enable	vehicles	
to	establish	peer	trust	

•  An	infrastructure	with	the	
ability	to	securely	gather	and	
disseminate	traffic	and	
environmental	data	to	vehicles	
for	opBmal	route	planning	and	
accident	avoidance.	

Challenge:		
•  A	secure	foundaBon	for	a	

transportaBon	system	that	
increasingly	relies	on	
cooperaBve	automaBon	
strategies	and	vehicle	
connectedness	to	achieve	
increases	in	safety,	efficiency,	
and	capacity.	

Broader	Impact:		
•  Fully	automated	highway	

systems	are	expected	to	
reduce	accidents,	virtually	
eliminate	traffic	jams,	and	
opBmize	the	flow	of	people	
and	goods	across	public	roads	

•  It	is	essenBal	to	understand	
threats	to,	and	prepare	for	
aKacks	against,	the	system	
prior	to	general	deployment	

1410000,	Utah	State	University,	Ryan	
M.	Gerdes,	Ming	Li,	Rajnikant	Sharma,	
Chris	Winstead,	Kevin	Heaslip	
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