Secure the Electrical Power Grid: Smart Grid versus Smart Attacks

Smart Grid Security

e Core of future energy infrastructure
e Key to critical & strategical sectors
* Exposed to cyber-physical attacks

Challenges

e Massive blackout vulnerability
® Emerging cyber-attack risks
e Legacy and unregulated systems

Technical Activities
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Significant Outcomes
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Scientific Impact

* Complex behaviors and interdependence
¢ Coordinated attack schemes and impacts
¢ Intelligent detection, control, and optimization

Broader Impact

e Secure and resilient energy infrastructure
¢ 5 courses, 4 PhD students, 7 summer interns
® 26 journal, 1 survey, 2 best paper awards
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