Project Objective: The objective of this project is to: investigate impact of false-data
injection attacks on PMU-based power system state estimation; develop methods to
detect these attacks before they result in cascading failures; propose methods to prevent
wide-spread blackouts once attacks occur.
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Fig. 1. (a) Total bus voltage violations and (b) Total overloads for

false data injections (c) Total bus voltage violations and (d) Total
overloads for random data injections

Compromising PMUs in the system resulted in
system violations. Systems are the most
vulnerable when centrally located PMUs were
\compromised with addition of designed false data./
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