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Harvesting Network Randomness and Diversity

Scientific Impact:

* Introduces a mathematical
framework for quantifying a
network’s potential for secure
common randomness

* Practical protocols for key
establishment from harvested
common randomness.

Challenge:

* Quantify a general
network's inner potential for
supporting various forms of
security by achieving secret
common randomness betwee
pairs or groups of nodes.

Solution:

* Investigate bounds by
modeling as finite-length
correlated HMMs.

* Identify protocol-specific
sources of randomness

* Apply standard three-phase
approach to secret key
generation.

Broader Impact:

* Broad applications to ad-
hoc networks, for both
military and consumer
electronics.

*  Will enable secure
communication in the absence
of a trusted security

Harvesting partial structure and
traffic information from a
dynamically-changing network,

as basis for secure common
randomness.

infrastructure.
* Directly impacts three
graduate courses.
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