
Self-Managing Cyber Physical Systems: The Case For
Energy-Efficient Buildings

Increasing instrumentation of our buildings has lead to numerous new opportunities to better
understand and optimize their energy consumption patterns, as well as made them a prototypical
example of cyber physical systems (CPS). However, because of the heterogeneity of our building
stock and the dynamic environments/functions that buildings need to operate in and support,
energy conservation measures are very much building-specific and time-dependent. Hence, although
there has been considerable effort put towards simplifying and automating the identification of
energy efficiency improvement opportunities, because of the considerable variation across buildings,
engineers still rely on various different manual activities to arrive at them through all types of energy
audits. The difficulties associated with obtaining information about the configuration, status, and
relationships between different building components and systems is believed to be at least part of
the problem [14, 13].

Buildings account for approximately 40% of the annual energy consumption in the U.S., and
similar proportions of the energy used in other countries. Commercial buildings, in particular,
represent 45% of that figure (i.e., 20% of the total) [19]. There are great opportunities to reduce
these numbers through efficiency upgrades, optimized operation and user engagement, as evidenced
by many different studies (e.g., [9, 4]). For example, research shows that up to 40% of the energy
used by HVAC systems is wasted due to faulty operation [17], so merely identifying and correcting
these faults would result in a substantial reduction of the total energy used. However, even when
the facilities are equipped with modern automation systems, engineers are faced with the challenge
of having to manually interpret and analyze the collected measurements, which in many cases come
from a variety of systems with little contextual metadata to assist in the interpretation.

In a recent review of the communication systems for building automation systems (BAS) [7],
the authors conclude that there is a need for automated tools to support the integration of different
systems and identify the location of the sensing nodes within a building. These set of challenges
is present in many diffferent CPS, but because of the heterogeneous nature of buildings, it is
particularly relevant in this domain. The integration of different building automation systems is
an unsolved challenge that researchers have attempted to solve via novel middleware systems to
homogenize the hardware and communication layers (e.g., [3, 10, 18, 1], or attempting to solve the
schema matching problem [12, 16]. However, despite these advances, many case studies conclude
that the vast majority of the data being collected by these systems today is almost never used
in a proactive fashion (e.g., [5]), perhaps because of this lack of metadata and/or integration
across systems. For example, hundreds of different automated fault detection and diagnosis (FDD)
algorithms for heating, ventilation and air conditioning (HVAC) systems have been developed in
the past few decades by researchers [11]. Yet, despite their proven ability to significantly reduce the
energy consumed for HVAC, these algorithms are seldom used by facility managers due to, among
other things, the difficulties associated with obtaining the information that they require [6, 8] even
if it is automatically being collected by a BAS or contained in a digital information model.

Hence, there is a need to develop mechanisms by which building automation systems can auto-
matically recognize the stimuli behind the measurements, as well as existing functional and spatial
relationships between the instruments and the different building systems. Instead of relying on
metadata and contextual information being available, it is important to understand how much of
this information, if any, can be extracted directly from the measurements being collected. Then,
once this information is known, existing automated approaches for improving the energy perfor-
mance of buildings can be more easily applied.

In many applications, humans are still much better than computers at inferring content and
context (metadata) from measurements, which is why generating metadata is still largely a manual
process. Yet, the increasing volume of data being generated and the lack and/or limitation of
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standard information models to describe these measurements suggests that computerized analysis
of these data will be required. Hence, it is important that we develop approaches to automatically
annotate and extract meaningful content out of raw sensor streams from buildings (and other
Energy CPS) for the purpose of improving their self-managing and self-improving capabilities.
Metadata about building measurements is scarce and, even when there are information models
available (e.g., [2]) and/or self-describing sensors (e.g., [15]) there are still a number of reasons why
further analyzing sensor streams is required, including:

• Indirect Measurements: Sensors are usually deployed in order to infer some specific prop-
erty of a physical phenomena or process in buildings, yet these properties are rarely measured
directly and require that we perform inference on the data.

• Security and Sensor Fault Detection: Assumptions made about the sensor properties
and the phenomena being monitored should be checked against the data to confirm that the
sensor is providing accurate measurements.

• Varying Processes: Some sensors measure a variety of different processes over time (e.g.,
plug-level power meters measure any appliance connected to the plug), therefore requiring
further interpretation of the sensor stream to identify what is being measured.

• Aggregated Phenomena: In some cases, sensors measure a combination of different phe-
nomena of interest, thus requiring that the sensor stream be segmented and annotated in
order to track each phenomenon separately.

• Inexisting Static Metadata: Basic information about the sensors, such as their location
within the building, is not known and inferring this from data would drastically improve the
robustness and applicability of existing CPS solutions to better manage the energy use of
buildings.

Many of these challenges extend beyond buildings and into virtually all other CPS. Therefore,
the solutions developed for these particular problems will have wide-ranging impacts and will
significantly improve our fundamental understanding of how to design and implement CPS.
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