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Cer9ficate	Authority:	backward	
and	forward	secure	management	
of	signing	keys	&	recovery	

Scien9fic	Impact:	
•  Self-recovering	CAs	

promise	strong	security	
guarantees	against	the	
most	powerful	a=acker	
who	can	read	all	digital	
state	

Solu9on:		
•  Backward	and	forward	

security	based	on:	
•  Programmable	Logically	

Erasable	PUFs	
•  Revoke	signing	keys	known	

to	the	adversary	before	the	
CA	is	going	to	use	them	for	
signing	cerFficates	

Challenge:		
•  The	current	a=ack	

surface	exposed	by	CAs	
makes	trust	in	their	
issued	cerFficates	
quesFonable	

•  An	insider	a=ack	may	
allow	an	adversary	to	
copy	all	digital	state	

Broader	Impact:		
•  Enterprises	and	

individuals	will	be	able	to	
trust	CAs	and	will	regain	
trust	in	PKI	as	a	whole	
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