PROJECT OBJECTIVES

The objectives of these project include development of high-resolution side-channel
attacks on Last-Level Cache (LLC), investigation of efficient defense mechanisms,
development of security metrics and consideration of timing channels through other

/processor resources.
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/ Approach and Evaluation \
LLC attacks and defenses Other CPU Timing Channels
» Use real processors to implement attacks, * Analyze vulnerability of shared CPU hardware
reverse-engineer cache operation and measure resources to timing attacks
the leakage through cache side channel in ‘Implement either side-channel attacks or end-to-end
realistic scenario covert channels using a variety of resources on real
» Use cycle-accurate processor simulator to CPUs

model the impact of hardware-based defenses. °*Model hardware defenses using simulators and
\ implement software defenses on real machines /

Other Activities: Side-Channels through Other activities: Detecting and Mitigating

Branch Predictors Covert Channels

Shared branch predictor hardware leaks branch- Shgred hardware.in modern CPUs can be used to
specific information across software layers: build fast and reliable covert channels:

*Directional predictor can leak the direction of a *Hardware Random Number Generator (RNG)

particular branch (taken or not)  Recent Intel CPUs provide RDSEED
instruction to enable direct access to RNG with
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bits of secret key (ongoing work) »  Slow random bit regeneration rate allows to

create fast and practically error free covert
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