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Scien9fic	Impact:		
	
•  Project	develops	deeper	

understanding	of	side	channel	
a5acks	and	covert	channels	
through	shared	processor	
resources	

•  Project	inves7gates	efficient	
so9ware	solu7ons	and	hardware	
designs	to	thwart	these	a5acks	
and	design	more	secure	systems	Solu9ons:		

	
Technical	approach:	implement	new	
a5acks	on	real	systems,	implement	
so9ware	defenses,	model	hardware-
based	defenses.	
	
Key	innova9ons:	new		high-
resolu7on	a5ack	on	LLC	(DAC’16),	
relaxed	inclusion	caches	as	a	defense	
(in	review),	side	channel	a5ack	on	
BTB	to	bypass	ASLR	(MICRO’16),	
covert	channels	through	branch	
predictor	(TACO’16),	random	
number	generator	(CCS’16)	and	
GPGPUs	(CAL’16).	

Challenges:		
•  Understand	and	inves7gate	

side-channel	a5acks	on	caches	
and	other	CPU	resources	

•  Develop	efficient	defense	
mechanisms	

•  Develop	security	metrics	

Broader	Impact:		
	
•  Society	will	benefit	from	having	

more	secure	microprocessors	that	
are	not	vulnerable	to	side	channel	
a5acks	and	covert	channels	

•  Our	work	on	ASLR	bypass	
(MICRO’16)	received	wide	press	
coverage	and	Intel	was	interested	in	
our	research	

•  New	hardware	security	course	was	
developed	and	offered	at	UCR	

•  Several	top-7er	conference	papers	
published.	

Project:	CNS-1422401.	Pis:	Dmitry	Ponomarev	
(Binghamton	University)	and	Nael	Abu-Ghazaleh	

(University	of	California	Riverside).	

TWC:	Small:	Side	Channels	through	Lower-Level	
Caches:	AQacks,	Defenses	and	Security	Metrics	
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