MOTIVATION

Low security sensitivityisalarge
outstanding problem insecurity.

Social influence isakey motivator of
human behavior.

sensitivity.

SOCIAL CATALYSTS FOR

But, little is known about how social
influence affects Secur|ty sensitivity or
now it can be used to increase security

SECURE BEHAVIORS
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Social catalysts are key to many security
related behavior changes.
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Awareness: Are usersaware of
security toolsandthreats?

Motivation: Are users motivated to
use security tools for protection?

Knowledge: Do usersknow howto
use security tools for protection?

SOCIAL DIFFUSION OF
SECURITY TOOLS

Analyzed how three security tools diffused through the
social networks of 1.5 million Facebook users.
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Relative adoption rates of those whoare (rec)andare not (blue)
exposed toacertain percentage of security tool using friends.

Socialinfluence can both help and hurtand
security tooladoption,depending on the level of one’s
exposure to security tool using friends.

Socialinfluence morelikely to helptoolsthatare
observable andsocially compatible.
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APPROACH

Theory-Building: Mixed methods

approach to understand how social factors
influence security sensitivity.

Tool-Building: Build toolsanc

interventions that use social influenceto
INCrease security sensitivity.

INCREASING SECURITY
SENSITIVITY

Randomized, controlled experiment with 50,000
Facebook users. Showed viewersannouncements
thatvariedinthe presence, framinganc
specificity of social proof.

Keep Your Account Safe

108 of your friends use extra security settings. You can also
protect your account and make sure it can be recovered if you

ever lose access.

Improve Account Security

Example announcements with social proof shown to Facebook usersin
our sample.
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Click-through rates (left) and adoption rates (right) across conditions.
Social proof significantly increased both click-through rate on
announcementsandadoption.
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