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Approach 

Devices and Respective Features 
•  Movement Patterns using Inertial Sensors (on phone, watch 

and glasses)
•  Brain activity Patterns from EEG Sensors (on BCI headset)
•  Eye Movement Patterns (on glass)
•  Touch Patterns (on phone)

Template as, T= {T|P1, T|P2,…, T|Pn}, where P1 to Pn are the base activities such as walking, 
standing, etc. 

Assuming availability of data from smart watch, BCI devices, etc. update each of the sub-
profiles in T to include information from the other sensors. 

Fusing Devices and Sensors (including Preliminary Results) Classification Algorithms 
to be Studied
Fusion: Naïve Bayes; Weighted majority voting; Code alignments
Classifiers: Naïve Bayes, 2) Tree Augmented Naïve Bayes, 3) Logistic Regression, 4) k-
Nearest Neighbor, 5) Scaled Manhattan, 6) Support Vector Machines, 7) Scaled 
Mahalanobis, 8) Neural Network, and 9) Random Forests. 

 

The objective of this project is to develop a secure and easy-to-use mechanism of continuous user 
authentication for the current generation of smart phones 
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Spoof Attack Modeling and Analysis
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Continuous Authentication System based on Multi-Modal Wearable Devices: 
Measure movement dynamics of different body parts (e.g., head, eye muscle, hand and wrist) 
and neuro-physiological characteristics (e.g., brain wave and eye gaze patterns) 
Spoofing Attack Modeling and Analysis
Develop mechanisms to defend against active adversaries who may resort to robotic and 
sensor-spoofing attacks
System Usability Evaluations
Develop evaluation mechanisms focusing on not only authentication efficiency and accuracy but also user
 experience and user perceptions

•  Activities:
v  Dynamic

§  Walking
§  Walking upstairs
§  Walking downstairs

v  Static
§  Sitting
§  Standing
§  Lying

 

Transitions:
v  Sit-to-stand
v  Stand-to-sit
v  Sit-to-lie
v  Lie-to-sit
v  Lie-to-stand
v  Stand-to-lie

 

Spoofing the swipes Spoofing the walk 

Comparison of classifier performance  through behavioral patterns obtained 
through phone Fusion of different activity patterns  

Global view of  our device interconnection setup 


