
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
•  Passive,	behavior	based	

authen1ca1on	with	spoof	
resistance	

•  Develop	methods	for	
improved	efficacy	and	
spoof	resistance	

•  Show	possible	a<acks	and	
develop	methods	of	
preven1on	

Solu9on:		
•  Con1nuous	

Authen1ca1on	System	
based	on	Mul1-Modal	
Wearable	Devices	

•  Spoofing	A<ack	Modeling	
and	Analysis	

•  Usability	Evalua1ons	

Challenge:		
Development	of	a	secure	
and	easy-to-use	mechanism	
of	con1nuous	user	
authen1ca1on	for	the	
current	genera1on	of	smart	
phones	

Broader	Impact:		
•  Wide	 applica1on	 of	 research	

results.	 Public	 release	 of	
research	prototypes	

•  mentoring	 of	 students,	 and	
integra1on	 of	 research	 with	
computer	 secur i ty	 and	
machine	learning	curriculum`	

•  Outreach	 to	 high	 school	 and	
K-12	 students,	 and	 minority	
popula1ons	via	programming	
contests	and	summer	camps	

.		
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TWC:	Small:	Collabora9ve:	Spoof-Resistant	Smartphone	
Authen9ca9on	using	Coopera9ng	Wearables	


