
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

0 10 20 30 40 50

SJR (dB)

0

20

40

60

80

100

P
a

ck
e

t 
E

rr
o

r 
R

a
te

 (
%

)

s = 1

s = 2

s = 3

s = 4

s = 6

s = 15

s = 30

s = 40

Whole-packet

Packet	Error	Rate	as	func0on	of	
Signal	to	Jamming	Ra0o		

Scien9fic	Impact:		
•  Deep	understanding	of	threats	

facing	Wi-Fi	along	several	
dimensions,	via	experiments	and	
analysis	

•  Mi0ga0on	techniques	and	
algorithms	to	strengthen	exis0ng	
Wi-Fi	networks	and	emerging	
standards	

Solu9on:		
•  Discovered	Interleaved	Jamming	
aFacks	achieving	40dB	gain	for	
adversary	
•  Discovered	interference	coupling	
phenomena	that	leads	to	a	
network-wide	cascading	and	las0ng	
conges0on	

Challenge:		
•  Inves0gate	the	resiliency	of	Wi-Fi	
networks	to	smart	aFacks	at	PHY/
MAC/Network	
–  Orders	of	magnitude	more	efficient	than	

state	of	the	art	
–  Exploit	weaknesses	in	OFDM,	MIMO,	CSMA/

CA,	,Global	Network	
•  Design,	develop,	and	evaluate	
mi0ga0ons		

Broader	Impact:		
•  Implementa0on	into	open-source	
soTware	that	can	be	deployed	on	
wireless	network	cards	and	access	
points	
•  Security	training	of	the	next-
genera0on	of	scien0sts	and	
engineers	involved	in	radio	design	
and	deployment.	
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Strengthening	Wi-Fi	Network	Wide	

Interleaved	Jamming	
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