The Challenge: Using Software-defined Networks for Security
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SDNs are a compelling platform for security However, the forwarding engines of SDN switches only support simple packet
applications because they enable processing, so a network security application must implement much of its
Kprogrammatic control over network traffic. ) | monitoring and advanced security related actions on either the SDN
\\ \controller (limiting performance) or middleboxes (limiting scalability). y

/ The OpenFlow Extension Framework (OFX): A High Performance, Scalable
O Platform for SDN Security
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Is there a forwarding me discovered a \ «/Iany security applications rely on flow records (e.g., records )
rule for B —> C? non-intrusive timing || | of TCP connections or UDP streams). Current SDN switches
attack that allows can only generate flow records by installing a monitoring
adversaries to learn rule for each flow (wasting limited memory) or sampling
sensitive details flows (reducing accuracy). Y
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Interested 1n meeting the PIs? Attach post-1t note below!
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