Research Goals

= Understanding the root causes of TCP side channels
— Why do they exist and how they manifest?
— What type of side channels are there?

= Modeling of the exploits or vulnerabilities

— Is the side channel introduced in the network protocol
specification or implementation?

— Can we anticipate new or variants of existing network sid
channels through the model? Thread model of one type of
» Defenses network side channel attacks
where the attacker is attempting

— How do we systematically defend against this class of »
to learn state of the legitimate

attacks? Discovery-based or prevention-based?
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