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TCP Modern Side Channel Attacks 

Research Goals

Zhiyun Qian, University of California, Riverside 


Approach 
§  Identify global state shared across 
connections (e.g., rate limit counters) and 
what internal information (e.g., connection 
state) can impact the global state 

§  Understanding the root causes of TCP side channels 
–   Why do they exist and how they manifest? 
–   What type of side channels are there? 
§  Modeling of the exploits or vulnerabilities  
–   Is the side channel introduced in the network protocol 
specification or implementation? 
–   Can we anticipate new or variants of existing network side 
channels through the model? 
§  Defenses 
–   How do we systematically defend against this class of 
attacks? Discovery-based or prevention-based? 

CVE-2016-5696 identified and reported 

– Discover a vulnerability through a global 
variable (rate limit), which: 
§  Enforces the maximum number of 

challenge ACKs per second 
§  Is shared by all ongoing TCP connections 

Impact: an pure off-path attacker can: 
§  Test if two arbitrary hosts on the Internet are 

communicating and on what ports 
§  Infer the TCP sequence number of both client 

and server 
§  Perform reset and injection attacks 

Exploit performance 

Even More Aspects of Progress here 
Graphics/text as 
appropriate 

Thread model of one type of 
network side channel attacks 
where the attacker is attempting 
to learn state of the legitimate 
connection 

§  Understand whether the global state can 
be leaked to an attacker through attacker-
observables such as packet counters, 
network traffic, or timing of the traffic 


