
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
•  Time-centric	formal	models	

for	defining	correct	system	
execu6on	behavior	with	
increased	resilience	

•  Systema6c	methods	for	
evalua6ng	and	op6mizing	
tradeoffs	between	security,	
area,	and	energy	

Solu9on:		
•  Combining	system-level	6me	

constraints	and	sta6s6cal	
6ming	models	enable	novel	
nominal	system	behavior	
models	that	are	resilient	to	
mimicry	aAacks.		

•  Secure,	non-intrusive,	and	fast	
hardware-based	iden6fica6on	
of	run6me	devia6ons	from	the	
6ming	characteris6cs	of	
embedded	systems	

Challenge:		
•  Cri6cal	need	for	anomaly	

detec6on	methods,	
specifically	designed	for	
embedded	systems	with	
minimal	area	and	energy	
overheads	

Broader	Impact:		
•  BeAer	tools	for	embedded	

developers	to	eliminate/
mi6gate	malware	

•  Secure	cri6cal	systems	
including	medical	devices,	
IoT,	automo6ve,	etc.	

•  Web-na6ve	material	on	
security	for	CS1	
programming	courses	
(expected	to	reach	>40,000	
students/year)	

Award:	CNS-1615890	
PIs:	Roman	Lysecky,	Jerzy	Rozenblit	
Contact:	Roman	Lysecky	<rlysecky@ece.arizona.edu>	

Time-Centric	Modeling	of	Correct	Behaviors	for	
Efficient	Non-intrusive	Run9me	Detec9on	of	

Unauthorized	System	Ac9ons		

Formal	(ming	models:	Fine-grained,	
subcomponent	6ming	of	system	events	
is	hard	to	mimic	

Be1er	malware	
	detec(on:	

Hardware-based:	Efficient	HW	monitors	
execu6on	with	no	6ming	overhead	


