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Approach 
Protection using ARM TrustZone 

•  The protected application will be put 
into an isolated memory area and all 
system services will be delegated by a 
secure kernel inside the secure area. 

Mitigating Side-Channels 

•  Noises are injected to the side-
channels to control the maximum 
bandwidth available to the attacker. 

The major goal of the project is to provide mechanisms for fast configuration of a cloud 
platform, and at the same time, provide protections to applications in case of a 
compromised operating system or malicious environment.  
In this project year we focused on two problems: 1) protecting applications in a hardware 
isolated environment against a malicious operating system; 2) measure and mitigate side-
channels based on last level cache memory.  

Graphic related to project

What we have done for protection 
A prototype system has been built to 
evaluate the effectiveness and efficiency of 
the protection. The techniques can be used 
to protect crucial applications against an 
untrusted operating system. 

What we have done for side-channels 
We have done evaluation on both x86 and ARM 
architectures.  The noise injections are done in 
either VMM, or a control VM in order to evaluate 
the effectiveness of defense in a virtualization 
environment.  

Examples of noise injection in a side channel. 

University  
#2  

Logo 

University  
#1  

Logo 

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
Flush Operation Injected # 105

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

O
ve

rh
ea

d

0

500

1000

Ba
nd

wi
dt

h

Overhead

Bandwidth

Hardware Resources

task_struct

Normal 
Process

Normal KernelSecure Kernel

task_private

task_shared

Normal WorldSecure World

Normal Physical MemorySecure Physical Memory

task_shared

Shared BufferTrusted
Process

Shared Buffer

Normal Memory Secure Memory

Original Noisy
1 2 4 8 16 64 128

0

10000

20000

30000

40000

50000

Ti
m

e 
(m

s)

File Size (MB)

 Linux
 Trustshadow_w/o_protection
 Trustshadow


