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Classical view of the Energy Challenge
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CPS Energy Network System Challenges
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Model Problems

Dispatchable Demand: utilizing slack in consumption
to balance fluctuating renewables and grid constraints

— Thermal mass (buildings), electrical storage (EVs), PCM
(refrigeration), production schedule (mfg, computing)

Optimized building performance: energy efficiency,
comfort, agility

— Integrated control, MPC, personalized conditioning
OpenBAS in the “Internet of Stuff”

— Networked thermal, lighting, furniture, ...
uSynchrophasers: distribution tier management

— Time synchronized phase angle measurement and reaction



Uniform Access to Diverse Physical Information
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CPS Application Environment
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Commercial buildings (~¥10m US): Huge
Sensor Networks

151 Temperature Sensors | —

312 Light Relays

d Control Points }
®% 6 Variable Speed Pump:
‘ =




Controls are Widely Available

Bancroft Library:
— Built in 1949
— 100k sq. ft.
— 5,000 points

>70% of large buildings have digital controls

U.S. Energy Information Administration, 2009



Additional sensor networks

Temperature &
Humidity sensors

Cecl n’est pas un smartphone



Residential Buildings (~¥100m US)

| Motion Detector | &

Window Control

Environmental Monitoring

o8
HOME MAESTRO

Create my rule:

10s of sensors / actuators
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sMAP Drivers database :

Name _____|Sensor Type Access Method _| Channels_

ISO Data

ACme devices

EECS submetering project

UC Berkeley submetering
feeds

Sutardja Dai,
Brower Hall BMS

UC Davis submetering feeds
Weather feeds

CBE PMP toolkit

NOA Weather
Forecast

SDH Air Quality
Soda Hall BMS

Campus BMS (near future)

CAISO, NYISO, PJM, MISO,
ERCOT, BPA

Plug-load electric meter

Dent Instruments PowerScout 18 electric
meters

ION 6200, Obvius Aquisuite; PSL pQube, Veris

Industries E30

Siemens Apogee BMS, Legrand
WattStopper, Johnson Control
BMS

Misc., Schneider Electric ION

Vaisala WXT520 rooftop weather station;
Wunderground

Dust motes; New York Times BMS

Meteorological (window, solar,
cloud, etc)

CO2, Temp, TSR, PAR, Hum

Temp sensors, air flow sensors,
other building infrastructure
sensors

Barrington BMS data

Web scrape

Wireless 61lowpan mesh
Modbus

Mosbus/Ethernet, HTTP

BACnet/IP

OPC-DA

SDI-12, LabJack/Modbus,
web scrape

CSV import; serial

Web

Wireless 61lowpan mesh

RPC

RPC

15081

344
4644

4269

4064

34 (+)
33

874
166000

50
1600

22000



Stats

Total number of sensor streams : ~270,000
Total number of readings : ~40 billion
Write load : 300-600 / sec

Total size of database : 150GB compressed
~10x

https://code.google.com/p/smap-data/



/ # list resource under URI root [GET]

/data # list sense points under resource data [GET]
/ [sense_point] # select a sense point [GET]
/meter # meters provide this service [GET]

/ [channel] # a particular channel [GET]
/reading # meter reading [GET]
[format  # calibration and units [GET/POST]
/parameter # sampling parameter [GET/POST]
/profile  # history of readings [GET]

=» Represent units, sampling parameters of the underlying
device, for each channel
=» Expose over HTTP

January 3, 2012 Local Winter Retreat 2012



sMAP2 HPL: Represent sensors and actuators

collections

timeseries

Objects are time-series and collections

Represent the underlying sense and actuation points
Expose over HTTP

Time-series are durably identified

— A collection of structured key-value pairs, data
— Datais (time, value[, segno]) vector

/ dat a/ # all tineseries and collections
{
"Contents" : ["sensor(0"],
“Metadata” : { “SourceNane” : “Exanple sMAP Source” },

}

/ dat a/ sensor 0
{ "Contents” :["channel 0"] },
/ dat a/ sensor 0/ channel 0
{
"uuid" : "a7f63910-ddc6- 11e0- 8ab9- 13c4da852bbc",
"Readi ngs" : [ [1315890624000, 12.5 ] ] IEP
}
[ reports/ # data destinations

““““““““““““




sMAP 2: Simple Metadata

Instrume
Instrume
Instrume

Extra/DentElement: elt-A
Extra/Circuit: 1

Extra/System: lighting
Extra/ServiceDetail: lighting floors 0-4

<)
L0os_Angeles

/ gpe/elt-A  /ABC/true_power

e Each stream can be “tagged” with key-value pairs

e Easy to tag related collections of points (hierarchy)

* Natural way to represent “subset of” relation

January 9, 2012

Local Winter Retreat 2012
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Tags Generate Multiple Views

| Cory Hall CEC Testbed

|| gatacenter
i

|| elevator

.| | East Passenger Elevator
.| Freight elevator

.|| West Passenger Elevator

el hwac

-+ 1] lighting
> 4| microlab

| misc

.| parking
> .l | receptacle

el total

- el weather

January 9, 2012

T] | Campus T:l
.. ud UCR
' | Barker
| Taxononmy T] 7e Hall
- ) ACme RADLab Deployment ilt and Simon Hall
4- ] DC Residence ifornia Hall
~ ) El [{tag: "Metadata/SourceName",
- ﬂ restrict: "has Metadata/Extra/EndUse"},
-
E { tag: "Metadata/Extra/EndUse"},
4 {tag: "Metadata/Extra/Category",
defaultSubStream: "Properties/UnitofMeasure = 'mW"',
seriesLabel:["Metadata/Location/Room", "Metadata/Extra/Load"]},
{ tag: "Metadata/Extra/ProductType",
defaultSubStream: "Properties/UnitofMeasure = 'mW"™,
seriesLabel:["Metadata/Location/Room", "Metadata/Extra/Load"]},
{ tag: "Metadata/Instrument/PartNumber",
- defaultSubStream: "Properties/UnitofMeasure = 'mW",
- seriesLabel:["Metadata/Instrument/PartNumber",
4- E I "Metadata/Location/Room", "Metadata/Extra/Load”]},
|l "Properties/UnitofMeasure”
- D Fiteg |
ﬂ LBML Building 90 Metering imer Hall
-~ ||| Lawrence Hall of Science
Local Winter Retreat 2012 20




External
Interactions

CPS Application Environment

Occupant
displays &
interaction

prognostics/
diagnostics

Application Programming Interface & Runtime

Model
Training

Advanced
Control Apps

1 IStream Query ISubmit/CaIIback iRequest/Auth Token
Driver Repo
Context & Historian .
System Services
Config (.ini)
- driver reg.
YRl + metadata
¥ per
v
stream/reso

LY i/ Y}

Embedded
3/26/14 peripherals

Cd
e ‘\\\
odom
VY XS
(WA AY

Data feeds,
Calendar, ... Bldg Mg

PS RefArch OS

sMAP
Driver Inst

Physical Systems

mt System

21



High-performance Storage Service

* Low-latency, high speed access to archived readings
* Billions of readings, 3.5 bytes/reading on disk

Time-series Interface

- =

Key-Value Store

Page Cache Lock Manager Storage Alloc.

January 9, 2012 Local Winter Retreat 2012

readingdb

22



Archiver Query Language

e Column-like store with SQL-like interface
select distinct Metadata/SourceName

January 9, 2012

Archiver Query Language Query

Tag names look like columns

PostgreSQL

Execute on postgres

Transformation to set operations
Security check addition

Local Winter Retreat 2012 23



query ﬁ

aggregat
resampl

insert

Time-series Interface

= BN

Key-Value Store

Lock Storage
Manager Alloc.

Page Cache

streaming

pipeline

readingdb



sMAP frontends / apps

Welcome, root. log out private streams

SMAP 2.0 Plotti
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Energy Consumption

POWER USE
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Berkeley Campus Energy Portal
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ey o .
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“Dwe i; 5 Sather Gate.
[l{ ‘ Barker using CA ISO rates Total cost: §251,152 ‘

Map Buildings Compare Total Campus Search Buildings

Hourly Temperature

_—

Q

Room Comfort Control
Sutardja Dai Hall floor 5

Average Room T¢

Outside Air Temp
Last day: s

Enter location code here

Airflow: 33935 C
Last day: ~——o>
You can also find your location code on a map.

Do you like this site? Yes A

Your temperature requests will be publicly visible as

Stephen Dawson-Haggerty (log out of CalNet)

# Warm this room up

% Cool this room down

Share your thoughts here Submit comments privately

Luctdl Summer Retreat 2012




what is an operator?

* An operator reads a set of input streams

* And produces a set of distillate streams
— May mutate any of the dimensions
— Each output stream is uniquely named

Example: unit

Read a set of input streams
and apply a common set
of unit conversions

unit (S, T, W) > (S, T, W)

October 26, 2012

| Operator

| Description

window{op)

apply inner operator to windows
in time

sum (axis=0,1)

compute the sum across time or
streams

units() convert input data to a cancnical
set of engineering units
workday () filter data to return only data

within a workday

ewnalalpha=1.0)
meter (period="day")

smooth data using an EWMA
compute usage during a time
peried from a sequence of me-
ter readings

missing ()

filter rows where data are miss-
ing

i4Energy Seminar Series
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Basic BOSS in SDH
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Auto-DR under BOSS
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Whole building DR Simulation

Electricity (k)
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N\

Electricity:Precooling with Temp Reset [kW]

e =

850

800

12:00AM 4:00AM 8:00AM 12:00PM 4:00PM 8:00PM 12:00AM 4:0

0AM 8:00AM 12:00PM 4:00PM 8:00PM 12:00AM

Nanofab

29



Integrating Advanced Networks

BuiIdinglﬂ\pplication&nvironment
Occubhantl -

displl  Occupa WideBand@ Demand@ 5 g
Externall inters Dri\F/)e EnergyEff. Controlled® Entity/Reld Portability?
visualizationB Contr Conie.d Ventilationt Graph@
&M@nalysis? Application@rogrammingnterface@Runtimel
j jStreammuery iSubmit/CaIIback iRequest/Authoken
Transaction@anagerf AuthorizationBervicel Servicesa
Building®ystemBervices[?]
sSMAPE || sMAPE
Driver || Driverf?
publishfl T T 4 4
v commandiny Hardwaref
i
XML/HTTPE 6LoWPA sMAPE sMAPE E;sz‘:tam“'
TN Driverf Driverp]
Sl =
(VR AVl
= BACn¢t/IPE) BAC1etéIP
. ? .
Calendarf CO,/Motion/... WattStopperilightinga | Physical?
Systemsl

SiemensBApogeelnsight?




DCV Description

Incorporate Google Calendar data
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[ ET T

Proportional control (airflow reflects CO2)

~ January 2013 GMT-08

oM TWTF S

Prigr:to‘mee

20 21 22 23 24 25 26
q 27 28 29 30 31

During meet;i

~ Other calendars 12pm

eflect CO2 coF

SDH-250 Cap 49

irflow

l
lal
tal

10-12p
ssing @ Darrell group meeting

e minimum to

12p-5p
Al PhD
Admiss
— 2:30p fons -
Pieter
Abbeel

10-12p
Duncan

2p-4p
Simons Mtg

3pm

SDH-254 Ca (]

ot during meetirngs=Only réspond if CO2
. QUPINE M g Y T
pproaches 800 ppm threshold

[l SDH-630 Cap 44

8pm

QNH_720 Can 24
—



Baseline Ventilation

SDH 458 Conference Room - Baseline Week
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Demand-Controlled Ventilation

SDH 458 Conference Room - DCV Week
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CPS Application Environment
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BOSS Transaction Manager

e Applications
— coordinate control of multiple resources
* normally operate independently

— Or extend control beyond the building
* Personalized control or grid responsive

— Need consistency guarantee (all or nothing)
 Control transaction

— Set of actions to be taken at a particular time
e Operate at the level of “points”

— Lease time
— Revert sequence
— Error Policy

 Multiple applications
— Resolve potential conflicts



control process

Example: DR

(TXI D: txn-eco-setback
START: 12-25-2012T0:12:15
PRI O: DEFAULT
LIFETIME: 15m
ON_ERROR: ABORT
ON_PREEMPT: CONTINUE

@

callback mgr.

t =0 read(OAT)
t=5write(ECO DMPR, 30%)
\

J

BEGIN —P

—

¢ READ: DONE RESULT =22

transaction manager

callback mgr.

= SS
WRITE: DONE RESULT succe

command scheduler

l TXN: DONE RESULT = autorevert

controller 1

controller 2

'

'




Transactions and physics ...
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Live Step Test for Model Building

sMAP Reading Plotter
[ + [ ntup:/ jwww.openbms.org/smap/ plot/ 12914/ 07start=132 1520400&end=1321549200 ¢ Q- Google

J

Calendar UCB~ GarberHousev cullermayenov Energyv archrockv Yahoo! Google Maps YouTube Wikipedia News (476)v Popular~

Checked out new.openbms.org? It's way cool. Don't worry, this site and data will stick around.
Ananymous user. og in

sMAP Archive Plotting Engine

— YO

[ + |ﬁ http:  /green.millennium.berkeley.edu/sdh/job 01 (Qr Goo

75

76 j@
‘ . B

Calendar UCB~ GarberHousev cullermayenov Energy~v archrockv Yahoo! Google Maps YouTube Wikipedia MNews (476)v Populary
74

tardia Hall AddJob ListJobs
73
[y 72 1
g . Add Job .
a b Script Mode
70 , Title Code specifies the control sequence to run. EOE indicates end
of experiment. Format:
69
8 Job type Script = seconds: [[point name, valuel, ...l
Example code:
67
66 . @: [ ["SDH.54-16:CTL STPT", 75],
Start time [""SDH.54-16:CTL FLOW MIN", @] ],
01:30 02:00 02:30 03:00 03:30 04:00 04:30 05:00 05:30 06:00 06:30 07:00 07 3608: [ ["SDH.S4-16:CTL STPT", 75],
Reading Time (America/Los_Angeles) ["SDH.54-16:CTL FLOW MIN", @] ],
Sutardja Dai Hall BACnet & Code 7200: "EOE"
((@ata/SDH.MBC-11/s2nsor/SDH.54- 16:ROOM_TEMP Thursday November 17, 2011 | [Thursday Nevember 17, 20111 now | re
1291 4@www.openbms.org permalink | datafcs
@ 0: base stream
464 OFFICE May 2012
SMAR | satus | app by stevedh Mon Tue Wed Thu Fri Sat Sun
!3 ‘ f Research presented are partially based upon work supported by the National Science Foundation under grants CPS-0932209 and
-~ findinas. and conclusions or recommendations exoressed in this material are those of the authoris) and do not necessarilv reflec
1 2 3 4 5
P
Validate 7 8 9 10 1" 12
14 15 16 17 18 19
ﬁ 21 22 23 24 25 26

28 29 30 3

Predictive Control for
Energy Efficient Buildings
with Thermal Storage

MODELING,

LATION, AND EXPERIMENTS



http://green.millennium.berkeley.edu/sdh/job

Personalized Environmental Control
(and feedback)

[aXalal

LoCal - Sutardja Dai Hall : Floor 4

J [} LoCal - Sutardja Dai Hall : Floor &

Ll

< Sutardja Dai Hall : Floor 4

Select Zone:

(«]-](&]

[ + [@ hup:/ /thisroom.is/sdn/s7ticket=5T-19135-515L06x50ujuUpshauct-cas-p2 & | (Q Google

Calendar

&3 [N

UCBv GarberHousev cullermayenov Energy> archrockv Yahoo! Google Maps YouTube Wikipedia

Room Comfort Control
David CULLER (log out of Calet)

Our backend server is being upgraded
While the upgrade is in progress we can't talk to the building. Consequently, we're unable to blast any air in
response to your requests or to get accurate temperature readings.

The upgrade should be complete the week of May 14. Thanks so much for your patience and we apologize for the
downtime.

# Warm this room up

wit

You can also find your location code on
a map.

There have been ne complaints about the temperature at

Location code ‘wit’

L

{6

P 1%

PP

2

=

BT o TIT

R

S

LI

Lolal

By Andrew Krioukov, Arka

ne! r‘g y Bhartacharya.

Questions? Contact: Jason Trager

http:{/green.millennium.b...ardjaDaiHall/Floord/Zone4

Sutardja Dai Hall | Dashboard

o060 LoCal - Sutardja Dai Hal

loor 4 : Zone 4
L= o
< Sutardja Dai Hall : Floor 4 : Zone 4

J || LoCal - Sutardja Dai Hall : Fioor.
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Energy Consumption

87.6% higher

than typical usage.
—_—

Last day:

Aganst
[

pical usage
" ]

45.3% lower

than typical usage.

I

Last day:

Against typical usage
S

Room Temperatures

Average Room Temperature: Loading...
Outside Air Temperature: 63.3%

Last day:

Airflow: 33935 CFM

Last day: ="

0CFM



http://thisroom.is/sdh/5
http://www.buildingrobotics.com/building/sdh

Authorization Service

Tension between expressive access and
building management safeguards

Want access control at the semantic level of
the operations

— “rooms on 4t floor”, “lights down to 50%”
Checks on methods and points

Two stage verification process

— Register intent to access with potential arguments
* Authorized through modeling or manual

— Security and Safety checks at time of use



Blast App with Auth & Failure

Time

S

Initialization Temperature Float App
req_auth lookup| ¥4 59
#VAV[Floor=4] | | Aoproved #VAV| | 40y
set_temp([65,75]) toﬁgn=ABC [Floor=4] ..] set_temp(65) Success
get_temp() token=ABC
Auth HAL SiemensReheatVAV
(human/auto approval) , Driver
erltjsl TSuccess txid=123
ife=
set_temp(65), token=ABC TX Manager
write | 4 Success {revert
sMAP
BACnet

setpoint
room temp

74

Temp (°F)

69



Portability Challenges

Sensors & Actuators

Controllers

____over RS-485

Unknown

Modem

Siemens P2
over RS-485

BACnet/IP

5/2/13
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Whole-Building Optimization

 ASHRAE & TITLE 24: “Minimum
required ventilation rate of

outside air is 15 ¢cfm per
occupant.” N oS
* Typical: Conservatively assume -
minimum outside air intake and {8 -
push lots of air t

* Cross-system optimization:

— Vary minimum ventilation rate
based on fresh air intake.

3/6/14 43
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Challenge: Portability

Buildings are custom designed

MIT big mike
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00030 C T AR
00040 C it UCB DAVIS HALL HHH]

00050 C ittt BERKELEY, CA HH

00060 C H#itt MBCO03 HH

00070 C H#itt CHILLED WATER SYSTEM PPCL HHH

00080 C it ]

00090 C T AR
00100 cT

00110 cT

00120 (e} $LOC1 =BOTH CHILLERS RUNNING EVAPORATOR BUNDLE DELTA T LOAD CALCULATIONY
130 C $LOC2 = CONDENSER WATER PUMP 1/2 PROOF OF RUNNING TRIGGERY
00380 C 91

00390 cT

00400 C *** POWER FAILURE AND DEFINE STATEMENT CONTROL ***q

00410 cT

01000  ONPWRT(1020)f

01010  GOTO 10407

01020  SET(0.0,SECNDS){

01030  LOCAL(LOC16)

01040  DEFINE(A,"SDH.CHW1.")Y

01045  $LOC16 = "SDH.CH1.CHW.FLOW"{

01050  IF("SDH.CH1.CHW.FLOW" .OR. "SDH.CH2.CHW.FLOW") THEN ON("SDH.CHX.CHW.FLOW") ELSE OFF("SDH.CHX.CHW.FLOW")

01052  "SDH.CHW_BYPASS_VLV_LOOPOUT" = $LOC13{

01060  C IF("IPXCMO03:BATT" .EQ. DEAD) THEN ON("MBC03.BATTERY") ELSE OFF("MBC03.BATTERY"){|

01070  C** CHILLER EMERGENCY POWER LOAD STAGGER CONTROL ***{]

01080  C IF("SDH.ATS_E01.NORM" .EQ. OFF .AND. "SDH.CH1.START.STOP" .EQ. @OPER) THEN RELEAS(@OPER,"SDH.CH1.START.STOP"){|
01090  CIF("SDH.ATS_E01.NORM" .EQ. OFF .AND. "SDH.CH2.START.STOP" .EQ. @OPER) THEN RELEAS(@OPER,"SDH.CH2.START.STOP"){|
01100  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CH_SEQ" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CH_SEQ"){

01110  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CHP1_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CHP1_SS")1

01120  CIF("SDH.ATS_E01.NORM" .EQ. OFF .AND. "%A%CHP2_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CHP2_SS")

01130  CIF("SDH.ATS_E0O1.NORM" .EQ. OFF .AND. "%A%CHP3_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CHP3_SS")1

01140  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CWP1_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CWP1_SS")f|

01150  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CWP2_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CWP2_SS")f|

01160  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CWP3_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CWP3_SS")f|

01170  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CWP4_SS" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CWP4_SS")f|

01180  CIF("SDH.ATS_EO1.NORM" .EQ. OFF .AND. "%A%CWP34_LEAD" .EQ. @OPER) THEN RELEAS(@OPER,"%A%CWP34_LEAD"){|

01190  Cf

01200  CIF("SDH.ATS_E0O1.NORM" .EQ. OFF .AND. "SDH.ATS_EO1.EMER" .EQ. OFF) THEN OFF(@EMER,"%A%CWP34_LEAD" "%A%CHP2_SS","SDH.CH1.START.STOP")Y
01210  CIF("SDH.ATS_EO1.EMER" .EQ. ON) THEN ON(@EMER,"SDH.CH1.START.STOP"){|

01220  CIF("SDH.ATS_E01.NORM" .EQ. OFF) THEN OFF(@EMER,"%A%CWP1_SS" "%A%CWP2_SS","%A%CHP1_SS" "SDH.CH2.START.STOP"){|

01230 c1

01240 C IF("SDH.ATS_EO01.NORM" .EQ. ON .AND. "SDH.CH1.START.STOP" .EQ. @EMER) THEN RELEAS(@EMER,"SDH.CH1.START.STOP"){
01245 C IF("SDH.ATS_E01.NORM" .EQ. ON .AND. "SDH.CH2.START.STOP" .EQ. @EMER) THEN RELEAS(@EMER,"SDH.CH2.START.STOP"){
01250 C IF("SDH.ATS_E01.NORM" .EQ. ON .OR. "SDH.ATS_E01.EMER" .EQ. ON) THEN RELEAS(@EMER,"%A%CWP34_LEAD","%A%CHP2_SS")|
01255 C IF("SDH.ATS_E01.NORM" .EQ. ON) THEN RELEAS(@EMER,"%A%CWP1_SS","%A%CWP2_SS","%A%CHP1_SS"){

01260 c1

01270  C*** CHILLER SEASONAL SEQUENCE CHANGE CONTROL **{
01280  IF(MONTH .GE. 4.0 .AND. MONTH LE. 9.0) THEN ON("%A%CH_SEASON") ELSE OFF("%A%CH_SEASON"){|
01290  IF(("%A%CH_SEASON" .EQ. ON .OR. "%A%CH2_FAIL" .EQ. ON) .AND. "%A%CH1_FAIL" .EQ. OFF) THEN "%A%CH_SEQ" = 12.0f
5/2/13 01300 IF(("%A%CH_SEASON" .EQ. OFF .OR. "%A%CH1_FAIL" .EQ. ON) .AND. "%A%CH2_FAIL" .EQ. OFF) THEN "%A%CH_SEQ" = 21.0f
01310 C MIT big mike
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“CPS Assembly Language”

Today must understand:
— Building design
— HVAC design
— Control system connectivity and function

For each building

Goal: write once, run anywhere !!!

MIT big mike
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Portability : 2 key ideas

1) Approximate Semantic Queries

“WS86007:RELAY01” > | “Rooms on the top floor”

2) Hierarchical drivers

bacnet.write( light.set_brightness(100);

device-instance = 86007,

object-type = OBJECT_BINARY_INPUT,
object-instance = 1,

property = PROP_PRESENT_VALUE,
priority = 16,

index =0,

tag = TAG_ENUMERATED,

value = 1);




CPS Application Environment

External
Interactions

displays &
interaction

prognostics/

Occupant diagnostics

Application Programming Interface & Runtime

Advanced

Model Control Apps

Training

1 IStream Query iSubmit/CaIIback iRequest/Auth Token

Context & Historian

Transaction Manager

Authorization Manager

Driver Driver
L/_/\_;/_/\_LJ A7

Driver Driver Driver
publish 4 4 4 4
) 4 4 v command <
sMAP sMAP sMAP sMAP
driver inst driver inst driver inst driver inst
L
|
6Lo\xPAN XM LXITTP BACrlt/ P
é I OPC-DA
ModBus
= e uls
CO,/Motion/... ~ Data feeds,

3/26/14

Calendar, ...

Bldg Memt Syste

System Services
Reliability
Fault-Tolerance
Security
Data Archiving
Hardware
Independence

Deployment key,
config & base
metadata

Hardware Presentation
Layer

Physical Systems
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Apps Navigate Building Model
HOREAT >#HR9oAA3m 123

Electrical
Domain ‘ .
(#ELEC) Air Handler

Outside -
- : Temp Cooling Temp
Building Alr l’ Sensor >| Fan @ Coil Sensor

HVAC Domain (#HVAC)

Electrical  Damper

Meter J/ \
l Constant Fiow Chill ater Lopp V VAV

Tomo )l Pump Damper Damper

v v
Submeter Sensor ¥ Temp Heating | | [Heating

Sensor Coil Coil
v v v B
Submeter Chiller ——a| Cooling Airflow Airflow
Tower Sensor Sensor

Relay

Lighting
Domain
(#LIGHTING)
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Programming a building app ...

#Using BAS

import appstack

api appstack.Appstack()

ah_dampers = api("#0OUT_ATR _DMP > §AH')
for dmop in ah_dampers:

] O LA e L b e

| #Using direct BACnet i i ) .
2 import bacnet for vav in api (“#VAV < 588’ % dmp.name):
3 #damper setpoints for each outside a vav.set_min_girflow(vav.min_fresh_air() / dmp.get_percent_open())
4 opad_to_dmp_stpts {

3 "EDH.PXCM-0I1 SDH.AHIA _QAD':

L] fSDH.PXCM-04 SDH.S51-20:CTL FLOW MINT,

T fEDH.PXCM-04 SDH.51-19:CTL FLOW MINT,

] S

9 fS5DH.PXCM-01 SDH.AHIB COAD':

10 *SDH.PXCM-11 SDH 52-04:CTL FLOW MIN',

11 cealy

12 "EDH.PXCM-08 SDH.AHZA _QAD':|

13 fEDH.PXCM-11 S5DH.S54-03:CTL FLOW MINT,

14 .

15 }

l6 for cad in cad to_dmp_stpts.kevs():

17 device = bacnet.find (name=cad)

18 pad_airflow = bacnet.read_prop({device, object_type=bacnet .0BJECT_ANALOG_OQUTFUT, *\

19 instance_number=device.instance_number, property=bacnet.PROP_PRESENT_VALUE)
20 for dmp in cad_to_dmp_stpts[oad]:
21 damper = bacnet.find{name=dmp)
22 old_setpoint = bacnet.read_prop(device, object_type=bacnet.0BJECT_ANALOG_QUTPUT,
23 instance_number=damper.instance_number, property=bacnet.FROP_PRESENT_WALIE)
24 new_setpoint old_setpoint / oad_airflow
25 bacnet .write_prop(device, object_type=hacnet.0BJECT_ANALOG_OUTEUT,
26 instance_number=damper.instance_number, property=bacnet.PROF_PRESENT_WALUE,
27 value=new_setpoint, value_type=bacnet.BACNET_ APPLICATION_TAG_REAL)

3/6/14
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Air Flow (CFM)

Holistic HVAC optimization

Empirical mgdels, including

external factors, and Savings: 16.52%
monitoringsprovide rapid, ﬁ ﬂ 25.4 kW
focused feedback |
240 -
220~ |
=
=3
E 200 —
=
(@)
o |
180
160 I
140~ —— Measured
——Baseline | RMSE = 5.6%
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x 10
10

airflow, reheat
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I Fresh air
I Return Air

0 . .
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Dynamically set economizer, supply air temp, min
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The Revolution

Computers People Everything
1T
$100
1008
Cost to
10B Connect
1B
Things
10M Connected

1990 2000 2010 2020
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Oct 2012

sprintlink.net

o /*?Qt >
nplanet.net

alter.net
ans.net

hitp:ffwrww .cheswick.comAmap/findex.html
Copyright {C) 1999, Lucent Technologies

BurchfCheswick map of the Intermet
showing the major ISPs. Data collected 28 June 1999
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COOPER Wiring Devices

Enjoy Wireless Plug-In Lighting or
Appliance Control

= O

+Z LED CONTROLLER ‘o

N

\

(
\

S/

\0/ ()

Cooper Wiring Devices RF9505-TDS ASPIRE RF
15A Split Control Duplex Receptacle - Desert

Sand

Add Z-Wave Control to Your
Incandescent or Fluorescent
Appliances

C
GE 45605 Z-Wave Wireless Lighting Control [
Duplex Receptacle
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CES 2014: Connecged
Home And WearablesTo

2014 Will Be The Year Of Take Center Stage
Wearable Technology

An oasis of gadgets at CES 2014 will highlight the
powers of Bluetooth and wearable computing, the
connected home and the quantified self.
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Personalized Comfort Control
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Occupant in the Loop — I0S style

—
Series
base
Repository:

sMAP Drivers
Config \

Discovery registry
A

AC/Heat

OpenBAS “box”
(e.g., FITPC with sSMAP
source, Discovery)

Lighting
Gateway
3/6/14




CPS Application Environment

External
Interactions

Occupant
displays &
interaction

Model
Training

Advanced
Control Apps

1

Application Programming Interface & Runtime

=
S

wifi tstat [~
drvr

IStream Query iSubmit/CaIIback

iRequest/Auth Token

Transaction Manager

river Repo

Context & Historian

Authorization Manager

publish 4

v

3/26/14

discovery
svC

Wi Fi tstat
drve-inst

.nC

ouse.ini

Detector
Repo AU

Physical Premises

Ethernet LED
WiFi tstat Zwave bulb

Physical Systems

CPS RefArch OS
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CPS Application Environment

External
Interactions

Occupant
displays &
interaction

prognostics/
diagnostics

Application Programming Interface & Runtime

Model
Training

Advanced
Control Apps

1

IStream Query iSubmit/CaIIback

IRequest/Auth Token

Context & Historian

Transaction Manager

Authorization Manager ???

Driver

/\

A

sMAP

driver inst

sMAP
driver inst

sMAP

driver inst driver inst

sMAP

3/26/14

System Services

Physical Systems

67



BOSS Wide Area Verified Exchange

Web of trust model

Decentralized

Push to (multiple) subscribers — not poll
Revocation

Verify

— Origin, Authorization of Operation, Target
Limit

— Processing of unauthorized ops, BW of fanout

Tolerate
— Intermittent connection




BOSSwave o WAVE URI : <nvk>/<path>/<op>

A=—c5>B, D.0.T:  Agrants B permission

U

|||UStratIOn P p to t, unforgeably

<UCB>,/UCB/Cory, *

<UCB>,/UCB/Soda, *

<UCB>,/UCB/Soda/rm389/light34, set
CB>,/UCB/Soda/rm389/switchl6, notify

'

Lighting
app

Topics namespace rm389

<UCB>,/UCB/Soda/rm389/light34,

<UCB>,/UCB/Soda/rm389/light34
/switch16

/rm247/...
/Cory/rm...

389/switch16

rm389/light

Resolve

3/26/14 CPS RefArch OS




Building Application Environment

prognostics/

Occupant diagnostics
. EXte.ma_l displays &
visualization interaction
& analysis

Model

Advanced
Control Apps

Training

Application Programming Interface & Runtime

1 IStream Query iSubmit/CaIlback

iRequest/Auth Token

Transaction Manager

Authorization Service

agge

Building System Services

Data A Driver A_J Driver
HiStorian Nri NDrivor ﬂar
4 4 4 4
v L 4 v command <
SIVIAP SIVIAP SIVIAP SIVIAP
Driver Driver Driver Driver
L
6Lo\xPAN XML/HTTP BACrlt/ P
é ! * OPC-DA
ModBus
= uls
CO,/Motion/... ~ Data feeds,

Calendar, ... Bldg Mgmt System

Portability

Reliability
Fault-Tolerance
Security
Data Archiving
Hardware
Independence

Hardware Presentation
Layer

- JSON data stream +
attribute metadata as
resource-oriented web
services

Physical Systems



Key Challenges

Scale
— ~110 M buildings in US

— Automate all aspects of the process
 after insertion of basic capability

Heterogeneity

— in Design, Implementation, Use, ...

— Automated metadata acquisition & context

— Learning throughout lifecycle

Uncertainty

— In time, space, use, behavior, ...
Empowerment and Balance

— Privacy, security, autonomy, control, opportunity



Thoughts

Architecture <= experience + aspiration

Great system design takes serious application,
iteration, exploration, and shake out.

New infrastructure emerges as an overlay on
the established one

The CPS community provides the basis for an
interesting early overlay

— Architecture is a process more than a problem

https://github.com/SoftwareDefinedBuildings
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Where to go for more

Stephen Dawson-Haggerty, Andrew Krioukov, Jay Taneja, and David Culler. BOSS: Building
Operating System Services. to appear in Proceedings of the 10th USENIX Symposium on
Networked Systems Design and Implementation (NSDI '13), April 2013.

Building Application Stack (BAS) , Andrew Krioukov, Gabe Fierro, Nikita Kitaev, David Culler. 4th

ACM Workshop On Embedded Sensing Systems For Energy-Efficiency In Buildings, Toronto,
Canada, Nov 2012.

A Living Laboratory Study in Personalized Automated Lighting Controls, Andrew Krioukov,
Stephen Dawson-Haggerty, Linda Lee, Omar Rehmane, David Culler. 3rd ACM Workshop On
Embedded Sensing Systems For Energy-Efficiency In Buildings, Seattle, WA, Nov 2011.

@scale: Insights from a Large, Long-Lived Appliance Energy WSN." Stephen Dawson-Haggerty,
Steven Lanzisera, Jay Taneja, Richard Brown, and David Culler. In Proceedings of the 11th
ACM/IEEE Conference on Information Processing in Sensor Networks, SPOTS Track (IPSN/SPOTS
'12), April 2012

A Living Laboratory Study in Personalized Automated Lighting Controls, Andrew Krioukov,
Stephen Dawson-Haggerty, Linda Lee, Omar Rehmane, David Culler. 3rd ACM Workshop On
Embedded Sensing Systems For Energy-Efficiency In Buildings, Seattle, WA, Nov 2011.

Stephen Dawson-Haggerty, Xiaofan Jiang, Gilman Tolle, Jorge Ortiz, and David Culler. sMAP — a
Simple Measurement and Actuation Profile for Physical Information. in Proceedings of the
Eighth ACM Conference on Embedded Networked Sensor Systems (SenSys '10), November
2010.

http://code.google.com/p/smap-data/

http:// SDB.cs.berkeley.edu

https://github.com/SoftwareDefinedBuildings
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