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Scien9fic	Impact:		
•  Develop	methodologies	for	

understanding	censors	
•  Align	academic	research	on	

censorship	circumven6on	
with	real-world	censors	

Solu9on:		
•  Empirically	measure	real	

censorship	
•  Develop	evidence-based	

evalua6on	methods	for	
circumven6on	tools	

•  Design	&	deploy	prac6cal	
circumven6on	tools	
exploi6ng	weaknesses	of	
real	censors	

Challenge:		
•  Ground	censorship	

circumven6on	in	
empiricism	

•  Understand	Internet	
censors	

•  Enable	users	to	reach	
websites	of	their	choice	

Broader	Impact:		
•  Empower	people	living	

under	repressive	regimes	
•  Work	with	Tor	to	deploy	

real-world	systems	
•  Educate	students	and	the	

community	regarding	
empirical	perspec6ves	

Univ.	of	New	Mexico	1518523,	SUNY	at	Stony	Brook	
1518845,	Georgia	Tech	1518882,	ICSI	1518918,	Princeton	
1602399,	Univ.	of	MassachuseVs	Amherst	1700657	

Towards	a	Science	of	Censorship	Resistance	
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