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Trend #1: More IC’s in More Things 
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Source: 
Intel 

Source: Intel 

Source: Intel 



Trend #2: Things are More Complex 
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Source: Tyson Tuttle, Silicon Labs 

Corollary: Increased use of 3rd Party IP 
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Trend #3: Things are more Connected 

Cisco predicts that 50 billion things will be 
connected by 2020—an Internet of Everything. 



Trend #4: Design & Manufacture 
Involves More People in More Places 

5 Source: M. Tehranipoor, U. Conn. 



Related trends  

« Greater chance of error or attack 
« Greater impact if chip fails 
« More attractive to various adversaries 

§  Economically motivated criminals (counterfeits vs. 
access to valuable information/IP) 

§  Individuals with a political or social agenda 
§  Politically motivated State-supported programs 
§  Hackers 
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Business Decision Drivers 

§  Loss of IP/sales (theft or counterfeits) 
§  Damage to brand 
§  Risk management 

§  Risk = f(Vulnerability, Impact, Likelihood) 
§  Risk factors are increasing 

§  Customer demand/requirement 
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Challenge 

Provide assurance throughout the life cycle 
that a product does what it was intended 
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…and nothing else 

…without unduly impacting  
time to market, cost or performance. 
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Focus Center Research 

Program Phase VI 

STARnet 
Early research 
engagement of 

key long horizon 
semiconductor 

challenges 
 

Nanoelectronics 
Research 
Initiative 

 

Beyond CMOS –
the next switch 
and associated 
architectures 

ESH 

SemiSynBio 

T3S 

Trustworthy and Secure Semiconductors and Systems (T3S):  
A New Thrust in the SRC Portfolio 

Bringing industry together to identify and support - in collaboration with 
government - fundamental research for hardware assurance. 


