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• Scien9fic	Impact:		
• Study	and	mi7gate	trust	viola7ons	
currently	exploited	in	the	wild	
•  Iden7fying	novel	trust	viola7ons	
• Developing	and	evalua7ng	automa7c	
detec7on	and	mi7ga7on	solu7ons	

• Solu9on:		
•  Iden7fica7on	
•  Logic-bomb	discovery	
• Bare-metal	analysis	
•  Java/na7ve	code	interac7on	analysis	
• Mi7ga7on	

•  App	sandboxing	
•  Trustworthy	GUI	aIribu7on	
•  Safe	code	downloading	

• Challenge:		
•  Iden7fying	and	mi7ga7ng	
trust	viola*ons	
in	the	smartphone	ecosystem	

• User	–	UI	
• User	–	Market	
•  Apps	–	Network	
•  Apps	–	OS	
•  ...	

• Broader	Impact:		
• Scien7fic	publica7ons	
• Collabora7on	with	vendors	
• Open	source	releases	

•  Android	UI	modifica7ons	
•  Grab’n	run	
•  Baredroid	

Trustdroid	
Iden9fying	and	Mi9ga9ng	Trust	Viola9ons	in	the	Smartphone	Ecosystem	

	
	


