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Resilient and reliable operation of cyber-physical systems (CPS) of societal importance such as Smart 

Electric Grids is one of the top national priorities. Recent blackouts and hurricane Sandy in 2012 

demonstrated grid vulnerability and gave reasons to look at existing defense mechanisms more closely. A 

recent study by North Electric Reliability Corporation (NERC)
1
 states that relay or automatic control 

misoperations can account for nearly all major system events. Effect of failures in protection system 

components, protection settings, software tools, and human decisions impacting power system physical 

components are not captured either. In the absence of a system-wide integrated fault model, faults are 

identified by directly observing the associated anomaly or a set of anomalies as part of a pattern. 

However, this technique fails when a large number of alarms occur within a short time period. It has been 

noted that in the case of transmission systems this leads to a situation where the utility operators are 

quickly overwhelmed with alarms. 

 

Foundational research is needed to develop efficient models and tools for performing fault diagnostics 

and predicting the progression of failure cascades. With the growing importance of efficient power 

generation and stable power supply, the power transmission and distribution systems are changing 

rapidly. Integration of renewable resources and distributed generation in the distribution network has the 

potential to make the system more efficient and resilient but only if the control and protection challenges 

can be met. The key enabler to solving this problem is the introduction of components such as PMUs that 

provide local snapshots of the system state to a central control authority. While these new sources 

provide richer data sets, fusing all the data available is becoming even more challenging. 

 

Arguably, a solution to this problem requires a synergistic approach that uses the key ideas of abstraction 

and hierarchy from computer science and applies these to power system fault analysis. For example, one 

approach could be to use a discrete event model that captures the causal and temporal relationships 

between failure modes (causes) and discrepancies (effects) in a system, thereby modeling the failure 

cascades while taking into account propagation constraints imposed by operating modes, protection 

elements, and timing delays. Currently research is progressing on one such formalism called Temporal 

Causal Diagram (TCD) that can model the effects of faults and protection mechanisms as well as 

incorporate fine-grain, physics-based diagnostics into an integrated, system-level diagnostics scheme. 

The uniqueness of the approach is in that it does not involve complex real-time computations involving 

high-fidelity models, but performs reasoning using efficient graph algorithms based on the observation of 

various anomalies in the system. TCD is based on prior work on Timed Failure Propagation Graphs 

(TFPG). When fine-grain results are needed and computing resources and time are available, the 

diagnostic hypotheses can be refined with the help of the physics-based diagnostics.  

 

This approach differs from existing practice where fault analysis and mitigation relies on a logic-based 

approach that relies on hard thresholds and local information, often ignoring system-level effects 

introduced by the distributed control algorithms. This often leads to scenarios where a local mitigation in a 

subsystem, especially in case of malfunction of protection devices results in a larger fault cascade, 

leading to a blackout. Such approaches to fault management, if successful, will improve the effectiveness 

of isolating failures in large-scale systems such as Smart Electric Grids, by identifying impending failure 

propagations, and determining the time to critical failure, which can increase the system reliability and 

reduce the losses accrued due to power failures. 
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