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Scien9fic	  Impact:	  	  
Directly	  relevant	  to	  the	  design	  
and	  implementa4on	  of	  security	  
policies	  	  
•  can	  only	  be	  meaningfully	  

applied	  at	  a	  network	  
organiza4onal	  level	  	  

•  under	  severe	  resource	  
limita4on	  

Solu9on:	  	  
•  Using	  a	  diverse	  set	  of	  

Internet	  measurement	  
and	  demographical	  data,	  
and	  a	  large	  set	  of	  data	  
breach	  incidents.	  	  

•  Applying	  supervised	  
learning	  to	  perform	  
breach	  predic4on	  at	  an	  
org	  level.	  	  

Challenge:	  	  
•  How	  to	  define	  

metrics	  to	  
quan4ta4vely	  assess	  
the	  security	  posture	  
of	  a	  network	  en4ty	  
rather	  than	  
individual	  hosts.	  	  	  

Broader	  Impact:	  	  
•  Poten4al	  paradigm	  shiD	  in	  

introducing	  new	  ways	  of	  
thinking	  about	  cyber	  
security	  at	  a	  higher	  level	  
and	  in	  a	  more	  holis4c	  
manner.	  	  

•  Research	  finds	  direct	  use	  in	  
the	  cyber	  insurance	  
industry.	  	  

•  Successful	  tech	  transfer.	  	  
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TWC:	  Small:	  Understanding	  Network	  Level	  Malicious	  Ac9vi9es:	  	  
Classifica9on,	  Community	  Detec9on	  and	  Inference	  of	  	  

Security	  Interdependence	  

Service	  providers:	  	  
•  Service	  differen4a4on	  
•  Risk-‐aware	  peering	  

policies	  

Quan4ta4ve	  assessment	  

Modeling	  &	  feature	  
extrac4on	  

Incident	  forecast	  &	  
risk	  profiling	  

Security	  posture	  
assessment	  

Internet-‐scale	  measurement	  
&	  data	  collec4on	  

Advanced	  data	  mining	  &	  
machine	  learning	  

Cyber	  insurance	  market:	  	  
•  Underwriter:	  security-‐

aware	  policy	  design	  
•  Broker:	  client	  selec4on	  
•  Reinsurer:	  risk	  

porYolio	  

User	  Space	  

Enterprise:	  	  
•  Self	  assessment;	  

preven4on	  
•  Third	  party/

Vendor	  valida4on	  


