Using Process Tracing to Improve
Household loT Users' Privacy Decisions

Challenge:

How can users manage the
privacy settings of an
interconnected set of
household loT applications?

Solution:

Uncover users’ processes to
better understand how, why
and when users’ privacy
decisions are suboptimal

Methods: Eye tracking, process tracing,
utility mapping, machine learning

Create and test a simple,
central interface that integrates
privacy settings across all
devices within a household

Methods: Ul design, default profiles,
implementation, in-home evaluation
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Scientific Impact:

For privacy: first study to
attempt to improve the privacy
decision process itself

For decision sciences: develop
support of decisions where
outcomes are vague, uncertain,
and emotionally laden

Broader Impact:

Develop a technique to study
the “decidability” of privacy
setting interfaces

Centralize and simplify the
privacy setting interfaces of
existing loT devices

Account for cultural and
regulatory differences
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