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Experimenting with Big Data Ideas

» Big Data is hard to analyze and move around

WINE: Data-Intensive Experiments in Security
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Analyzing Field Data Using WINE [LEET 2012]
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* 1 MB on single host or LAN: 0.1-3 ms WINE
« 1 MB across datacenter: 10 ms LabBook ™ \ a /
* 1 MB across Internet: 9,000 ms Researcher
* The quality of information is uncertain
+ Field data collected on millions of hosts s---l o Reduce
worldwide Representative R @
« Big Data experiments are hard to reproduce sampling Wekal
* The data must be representative
« Security arms race => need updated, Internet- End-host data, S
scale data on cyber threats updated continuously
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Creating Internet-Scale Models Using WINE
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Measuring the Length of Zero-Day Attacks Using WINE [CCS 2012]
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WHERE DISCOVERIES BEGIN
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