The objective of this research is to investigate dynamic hardware-software authentication
techniques on passive assets (tags and loT sensors) based on zero-power timing and
synchronization circuits.

Passive assets have very limited computational capabilities which obviates the use of
high-performance encryption techniques, use of strong hash functions and embedding of
complex pseudo-random number generators. Also, the need for fast and real-time
authentication obviates the use of multi-level authentication and challenge-response
protocols in these assets.
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