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Scientific Impact:  
• Easier accurate 

evaluation of physical 
system resilience 
against  side-channel 
attacks on various 
crypto algorithms: 
DES, AES, Keccak, etc. 

Solution:  
• Through confusion 

analysis to establish 
accurate quantitative 
formula for the 
strongest side-channel 
analysis.  

• Provides insight on 
how various 
components 
contribute to side-
channel leakage. 

Challenge:  
• How to quantify the 

side-channel leakage? 
• Fast and reliable 

evaluation of side-
channel resilience. 

Broader Impact:  
• Synergies between 

statistics and side-
channel security  

• New graduate level 
computer hardware 
security course with 
industry students 
from industry 
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Presentation Notes
SaTC is a multi-disciplinary program, and PI Meeting attendees include academics, industry professionals, government representatives, and others with wide-ranging expertise. Building continuing support for the SaTC program and growing the security and privacy research community requires that we convey the essence and broader impacts of SaTC-funded research to diverse stakeholders in a clear, concise, and visual way, quantifying impacts where possible.  The summary slide  should be understandable by the broader security and privacy research community, including those researchers that don’t work in your specific research domain. Use this template as a guide to ensure your slide addresses the topics identified. This slide may be used to introduce your project and/or promote the SaTC program both within and outside NSF.      
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