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ABSTRACT
Recent studies show that the state-of-the-art deep neural networks (DNNs) are vulnerable to adversarial
examples, resulting from small-magnitude perturbations added to the input. Given that that emerging
physical systems are using DNNs in safety-critical situations, adversarial examples could mislead these
systems and cause dangerous situations. Therefore, understanding adversarial examples in the physical
world is an important step towards developing resilient learning algorithms. This poster presents two
works that made progress towards that goal. First, we introduce the robust physical perturbations (RP2)
algorithm. It can generate visual adversarial perturbations that are robust under different physical
conditions. Using the real-world case of road sign classification, we show that adversarial examples
generated using RP2 achieve high targeted misclassification rates against standard-architecture road
sign classifiers in the physical world under various environmental conditions, including viewpoints.
Second, we extend physical attacks to more challenging object detection models, a broader class of
deep learning algorithms widely used to detect and label multiple objects within a scene. Improving upon
RP2, we create perturbed physical objects that are either ignored or mislabeled by object detection
models.
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