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Pre-Silicon hardware Trojan detection has been studied for years.
The most popular benchmark circuits are from the Trust-Hub. Their
common feature is that the probability of activating hardware Trojans
is very low. This leads to a series of machine learning based
hardware Trojan detection methods which try to find the nets with
low signal probability of 0 or 1. On the other hand, it is considered
that, if the probability of activating hardware Trojans is high, these
hardware Trojans can be easily found through behaviour simulations
or during functional test. This paper explores the "grey zone"
between these two opposite scenarios: if the activation probability of
a hardware Trojan is not low enough for machine learning to detect it
and is not high enough for behaviour simulation or functional test to
find it, it can escape from detection. Experiments show the existence
of such hardware Trojans, and this paper suggests a new set of
hardware Trojan benchmark circuits for future study.
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