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Abstract

This Since the past century, the digital design industry has performed
an outstanding role in the development of electronics. Hence, a great
variety of designs are developed daily, these designs must be
submitted to high standards of verification in order to ensure the
100% of reliability and the achievement of all design requirements.
The Universal Verification Methodology (UVM) is the current
standard at the industry for the verification process due to its
reusability, scalability, time-efficiency and feasibility of handling highlevel designs. This research proposes a functional verification
framework using UVM for an AES encryption module based on a
very detailed and robust verification plan. This document describes
the complete verification process as done in the industry for a
popular module used in information-security applications in the field
of cryptography, defining the basis for future projects. The overall
results show the achievement of the high verification standards
required in industry applications and highlight the advantages of
UVM against System Verilog-based functional verification and direct
verification methodologies previously developed for the AES module.
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